The following Quick Start Guide will help you through the initial installation, configuration
and basic operation of the SD Advanced when used in a Closed IPTV installation
and combined with the Layer 3 Enhanced CCTV Switch.

Closed IPTV makes deploying an IP Video CCTV system safe, secure and simple.
Designed to provide secure deterministic solutions for IP Security systems, Closed
IPTV automatically allocates IP addresses to IP cameras by physical port. In this
way, the system in completely deterministic, creating firewalls and monitoring IP
connections by individual network ports so they cannot be hacked or intercepted.

It is also possible to apply advanced security settings to the Closed IPTV system -
accessible from the Closed IPTV Settings menu - that will protect both the IP video
data and corporate network against rogue access from exposed network endpoints.

The unit can also operate as a standard hybrid (analogue & IP video) DVR/NVR
without the extensive security features of Closed IPTV. However it is advised that
the SD Advanced should only be used in this mode if there are no Layer 3 Enhanced
CCTV switches connected to it.

Installing The Unit

Check all items listed in the manual
introduction are present.

' The SD Advanced supports up to
\] 8, 16 or 32 Analogue Video Inputs
(dependent on model).

_| These are connected via the 75Q
/| BNC connectors.

Connect analogue cameras to the
video inputs starting from VID 1.
Closed IPTV

Refer to the Layer 3 Enhanced CCTV
Switch for details on connecting
secure deterministic IP cameras.

Channels can be utilised by the BNC connections on the back of the unit

OR by the sockets on the switch. If an IP source is plugged into a channel
occupied by a BNC connection, the BNC will take priority and possess

the channel, whilst the IP connection will be added to an un-allocated list,
Allowing it to be tied to an available channel through the configuration pages.
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IMPORTANT:

The ‘Restrict public access (Eth B)’ setting (Closed IPTV-
> Settings must be enabled if using Oracle IP domes in a
Closed IPTV environment.

The unit supports a main monitor via
‘HDMI 1" and BNC ‘A’. A spot monitor
can be connected via BNC ‘B’.

The unit will boot up in SAFE
mode.

This allows viewing on both
composite and HDMI (if HDMI is
connected during BOOT UP).

Safe mode is suboptimal, and

OV
an appropriate display setting f/{ﬂé\\\ (
should be configured in the Viewer l€2X

Defaults configuration pages.

directional audio. Connect the audio
equipment to the phono sockets
labelled AUDIO IN and AUDIO OUT.

The unit supports a 10/100 Mbps
auto-detecting network port. If using,
Closed IPTV, use a CAT5 cable

to connect port ETH-A the Layer

3 Enhanced CCTV Switch to the
network port labelled ‘NET’. The
Layer 3 Enhanced CCTV Switch will
provide connection to the general
corporate network if required. If not
utilising Closed IPTV, connect to a
normal switch.

The unit supports 20 normally open/
closed alarm inputs, or one Global
keyswitch.

s The unit supports up to four 24V
200mA relays.
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The unit has an internal power
supply unit. Connect the mains
lead to the unit and then to the
wall socket, or to a fused spur
connection. To be compliant with
wiring regulations in some countries,
an Alarm/Security device should be
connected to a fused spur and not
a wall outlet socket (check localL
regulations before installation).
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Accessing The Configuration/Viewer Menu

The unit can be configured either on the local monitor or over a network connection
using a PC with Internet Explorer or similar web browser.

Accessing the Configuration menus on a local monitor

The Configuration pages can be displayed on the local monitor by pressing the
MENU button on the IR Remote Control.

Note: Ifthe IR Remote Control does not open the menu, press the DVR

button to make sure it is in DVR mode, then press MENU.
Accessing the Configuration menus via a PC web browser.
The unit webpages can be accessed using the IP Address or the DNS name.

Using the IP Address

The unit is enabled for DHCP at the factory. The DHCP assigned address can be
identified via the local menu pages. Using the local monitor, press the MENU button
on the IR Remote Control and navigate to the System Main Menu Page. The DHCP IP
address will be displayed. A fixed IP address can be assigned via the Network menu.

Using the DNS Name
To access using DNS, type the default address into a browser on the same subnet:
<machine serial number>.<yourdomain>.com

The <machine serial number> is printed on the label on the bottom of the unit (and
on the System menu page) <yourdomain> relates to the name assigned to your
DNS network. The default DNS address can be renamed via the Network menu.

Opening the Menu

When first accessing the unit, the main menu will be displayed. This menu allows

access to the Configuration menus, the Viewer menus and also several

Download options.

Note: The Download options will only be available if viewing remotely via a
network connection.

Select the Configuration menu tab to access the unit's Configuration menus. Refer

to ‘Navigating the Configuration Menus’ for further guidance.

Select the Viewer menu tab to access the unit’s Viewer function. Refer to ‘Operating

The Viewer’ for further guidance.

Select the Download menu tab to access the various Download options.

Navigating The Configuration Menus

The configuration pages are navigated using the menu tree (displayed on the left
of each page). Selecting one of the menu options will display the relevant page.
Associated menus will then be available.

Relevant menus can be accessed
directly via the coloured softkey options
shown at the base of each menu.

The options available will depend

on the menu being viewed. Select a
softkey option by pressing either the
corresponding button on the IR Remote
Control / unit’s front panel (if viewing
the menus locally), or by selecting

the relevant option via the mouse (if
viewing the webpages).

Note: Any changes are automatically saved when the page is closed. To

‘manually’ save changes, select the Save option.

Upgrading to Closed IPTV

There are some NVR'’s that are Closed IPTV enabled, but require a software
upgrade to ‘discover’ the Layer 3 Enhanced CCTV Switch and allow the
system to operate fully as Closed IPTV. Navigate to System->Attributes page
on the connected NVR and select the Software button. Check the Software
Revision number in the format of 6.6 (8.0017) M3UP 2010-10-31 14:50.

NVR units at 6.6 (8.XXXX) or above will function correcty with Closed IPTV.
However, upgrade is strongly recommended if the software on your unit is
older than that on the upgrade CD/DVD.

Note: Ifin Secure mode, switch to Configuration mode.
1) Insert the supplied Upgrade CD into the NVR CD/DVD drive.

2) Reset the NVR. The NVR will boot into an upgrade state. Follow the
onscreen instructions to initiate the upgrade.

Note: The Upgrade can take up to 20 minutes to complete, during which
time the NVR will NOT be recording.
Note: Do NOT switch the NVR off if the upgrading message is on screen.

Please call Technical Support if there are any problems.

3) The system will reboot after the Upgrade has been applied. Use
the NVR configuration pages to navigate to System-> Attributes
and select enable from the Closed IPTV drop down.

4) Click Save.



e R Using the IR
A | Remote Control

Press the MENU button to access
configuration menus via a local monitor. The
menu will have a red indicator highlighting
the first option. Select a main menu heading
to open a drop down list of further menus.

Use the Directional buttons to navigate the
menu screens.

Press the OK button to start editing a field
(the option will be outlined in green).

Use the Up/Down Directional buttons to
change the settings within an editable field.

Press the OK button to accept a new

Event Pages

The Event feature allows quick and easy
a navigation of recorded events data. The
Event button opens the initial Event page
which shows the last twenty events.

The Event list is shown as a drop down box
in the video image. Events can be selected
and viewed from this box using the mouse.

Softkey Guidance

The IR Remote Control, front panel interface
and optional Keyboard have a common user
interface. In addition to the direct action
keys (rewind, fast forward etc.) there are
coloured Softkeys that are context sensitive
PAUSE and enable rapid access to required functions.
To display the context sensitive Softkey
functions at any time (when viewing on a local
monitor), press any of the coloured buttons.
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Using the Front Panel Interface

The Configuration and Viewer menus can be navigated and edited via the unit’s
front panel interface (via a connected local monitor).

e Navigate the menu tree via the Up/Down Directional buttons.
When a menu is highlighted, open by pressing the OK button.

e Use the Left/Right/Up/Down Directional buttons to move between
fields.

e Select OK to start editing a field (the option will be outlined in
green).

e Use the Up/Down Directional buttons to change the settings
within an editable field.

e Use the OK button to accept a new setting.

e Use the colour buttons (Red, Green, Yellow, Blue and Purple) to
directly access the corresponding function displayed on the menu
screen i.e. red button to select the red option.

Entering Alpha-Numeric Data via a Local Monitor

Numeric or text data is entered using the on-screen Virtual Keyboard (Arrow

Key Editor). To display the Virtual Keyboard, navigate to the relevant text input
box using the Directional buttons and double press the OK button twice on the IR
Remote Control. The Virtual Keyboard is displayed.

Use the Directional buttons to move between characters, use the OK button to
select a character. Select ‘Submit’ to enter details, press ‘Cancel’ to exit without
entering any text. Alpha-numeric data can also be entered in either upper or lower
case format by ‘multi-tapping’ a relevant button. For example, with the cursor located
in the text entry window of the Virtual Keyboard, repeatedly tap button 2’ to cycle
through the following characters: 2,A,a,B,b,C,c,2 etc.

To select one of these characters, simply stop tapping the button when the chosen
character is displayed. The cursor will then progress, ready for the next character
entry.

Note: A USB Keyboard (not supplied) can be connected via one of the USB

ports on the unit. The USB Keyboard can then be used to enter alpha-
numeric data via the local menus.

Viewing The Menu Pages Remotely (or Locally
with a USB Mouse)

Navigate the menus by clicking the tabs displayed on the left of the menu headings
(on the menu tree). The first option is highlighted with a red tab. Select a main menu
heading to open a drop down list of further sub-options. Highlight an editable field
by clicking on it directly. If viewing pages locally, enter alpha numeric data via the
Arrow Key Editor (see above). If viewing remotely, enter via the PC keyboard. If
available, click on the drop down menus to select settings.

Note: A selected item in the drop down list will appear highlighted.

Navigating away from a page (clicking on a different option on the menu tree) will
automatically save any changed settings. To undo changes made to any menu,
select the Refresh (Purple) option.

Operating The Viewer

Select the ‘Viewer’ option from the Opening Menu to access the Viewer menus.

Navigation is via a colour coded softkey system. The colour bar menu provides
an intuitive approach for operator and installer alike. The coloured buttons on the
IR Remote Control and front panel correspond to the menu options displayed on
screen.

The function of the buttons will change according to whether the unit is in Live or
Playback mode.

Enabling Closed IPTV

The Closed IPTV logo in the top left corner of the configuration pages gives a
quick indication of whether the system is in Secure or Configuration mode.

Secure Mode Configuration Mode
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To secure a Closed IPTV system, navigate to the Closed IPTV->Settings page, click
the ‘Secure All’ button and then save the settings. The system is now totally secure.

For more information on securing a Closed IPTV system, or to select individual
elements of Closed IPTV security, refer to the Installation manual or the on-screen
help.
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Access The Event List

Alarms and activity detection are tagged and stored in the Event List for easy
retrieval along with System events such as system start data and camera fails.
Each event is labelled with an event type (alarm, activity or system) plus its time
and date. To view an event from the Event list on a local monitor:
*  Press the EVENT button on the IR Remote Control.
*  Use the Up/Down Directional buttons to select the event
required, the selected event is displayed in the preview window.
« To view any additional pages of Event data, press the Yellow
Softkey. Press the Green Softkey to view previous pages.
»  Press the PLAY button to view the selected event.
*  Press the EXIT or LIVE buttons to exit the Event List.

Event Search Filter

It is possible to filter the event search by time or type (alarm, activity or system).
When vewing the Event List on a local monitor using the IR Remote Control:

*  Press the Red softkey to open the Event Filter menu.

*  Use the Directional buttons on the IR Remote Control to navigate
to the Event filter textbox.

«  Enter the required start and end times via the Virtual Keyboard
(Arrow Key Editor).

« If required, select via the checkbox options to display only a
specific event type. If no checkboxes are selected, all types will
be displayed.

*  The Event list can also be filtered by pressing the corresponding
coloured Softkey: Alarm - Red : Activity - Green : System - Yellow

Archive Selection
The Archive Selection menu allows images and events to be added to the Copy
Event List. When vewing images in Playback mode on a local monitor using an IR
Remote Control:
»  Press the COPY button on the IR Remote Control to mark the
start of the archive point.
*  Press COPY again to mark the end of the archive point.
*  The recorded images withn the selected time period will now be
available via the Copy Menu.

Copy Menu
Images and events can be copied to CD/DVD or USB Media for remote reviewing
i.e. for evidential or monitoring purposes. To access the Copy menu on a local
monitor, press the COPY button on the IR Remote Control:
To Transfer Events/Images From the Copy Menu to a USB Device
* Insert a USB Device into the USB port on the front of the unit.
»  Select USB from the Archive Media checkbox.
»  Select the Copy option (Red) to start archive.
» Selected items are then saved to the USB device.
*  The USB export progress is displayed as a %. On completion
the status will read ‘Archive Complete’.
To Transfer Events/Images From the Copy Menu to a CD/DVD
* Insert a CD/DVD Device into the CD/DVD drive on the front of
the unit.
*  Select CD/DVD from the Archive Media checkbox.
«  Select the Copy option (Red) to start archive.
*  Selected items are then saved to the CD/DVD.
« The CD/DVD export status is displayed as a %. On completion
the status will read ‘Archive Complete’.
It is recommended that the ‘Include viewer application’ checkbox be
selected when downloading events to USB or CD/DVD.
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Note:



