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The Dedicated Micros DV-IP range has been designed to offer distributed monitoring and

recording of multiple inputs. Combining advanced hardware technology with numerous

sophisticated viewing applications makes the product range the ideal solution for many

applications.

The DV-IP ATM performs the task of a concentrator for analogue video, digitizes, compresses,

stores and distributes these signals across an Ethernet network infrastructure. It also takes in

transaction information from the Automated Teller Machines and stores this alongside the video

recordings.

Combining the video and transaction data allows the video footage to be used at a later date

and ensures the transaction can be directly associated with the video recording. The DV-IP ATM

also supports alarm handling, on-board firewall for increased security, web configuration and

monitoring, video motion detection making the DV-IP ATM a fully featured solution.

Remote monitoring is achievable from a central location via a dedicated WAN or Internet

connection, allowing multiple ATM units to be simultaneously monitored from a central or

distributed location.

The introduction of audio allows the DV-IP ATM to open audio path between the monitoring

location and ATM allowing two communications to be achieved.

The DV-IP ATM is available as a 4 channel units, supporting MJPEG and MPEG4 compression

ensures high quality video performance is maintained, it is possible to achieve up to 60pps

recording across all inputs.

The local recording of the video and transaction information ensures that the information is

available as and when required therefore providing video on demand and removing the burden

of continuous streaming across the network.

Introduction
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Supporting numerous network protocols (IP, TCP, UDP, DHCP, FTP, TELNET, ICMP, HTTP, ARP)

the DV-IP ATM is an ideal choice for a true converged network ensuring compatibility with new

and existing network infrastructures.

With the integration of external alarms and video motion detection the recording and monitoring

capabilities are further enhanced by enabling event recording and (with an unlock code) remote

alarm monitoring. 

The DV-IP ATM solution supports multiple PTZ/dome camera protocols allowing any of the video

inputs to be a functional camera offering control of the camera across the network and ensuring

a potential incident can be followed.

The DV-IP ATM is already focused on adding security to a security conscious environment; the

on-board firewall further enhances this security and ensures no unauthorised users gain access

to confidential video information. 

How this Manual has been Constructed

The DV-IP ATM manual is divided into section to allow ease of installation and configuration. The

system works in a two tier scenario; simple and advanced features. This manual should be used

in conjunction with the Quick Start Guide and the Advanced Setup Guide.

This manual details:

Simple installation

Simple configuration

In addition there is reference material to assist with the advanced features, explaining how the

function operates and the advantage of this to any installation.

All advanced installation and configuration details are in the Advanced Setup Guide (located on

the product CD).

The configuration section is designed to demonstrate typical scenarios and will guide you

through the configuration for all aspects of that scenario; How to allocate and IP address, How

to enable the Firewall feature, etc.

The operation and control of the System is detailed in the DV-IP ATM User Guide and the NetVu

ObserVer manual.
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The Installation of the DV-IP ATM can be carried out in simple steps as described in the Quick

Start Guide; this section will elaborate on this information and the connectivity required for the

Advanced features supported on the DV-IP ATM. 

In addition to detailing the physical connectivity this section also describes some aspects of

configuration that are required to be carried out at installation stage, these are all the serially

configured parameters of the Server.

The installation of the DV-IP ATM can be separated into: 

Simple installation -         essential components required for the unit to operate which are

covered in this manual

Advanced installation - project based requirements such as alarms, external storage,

and audio which are covered in the Advanced Setup Guide

DV-IP ATM Connections and LED's

Rear Panel Connection

Video

VID1 to VID4 75 Ohms BNC composite camera connections, 1V pk-pk 

Installing the DV-IP ATM
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Monitor Output

Audio

Data

Alarms and Relays

Power

POWER 4 Pin mini Din, external 12V PSU supplied with unit

ALARMS Screw terminal, programmable direct alarms, NO/NC

R1 + R2
Screw terminal, light duty relay output 500mA @ 12V-48V max, user

definable

NET RJ45 10/100BaseT Ethernet connection

485 BUS
1 x MMJ ports for DM 485-BUS accessories (additional alarm inputs /

relays) and 485 telemetry support

SERIAL 1 - 2
9 way (male) D Type RS-232 serial port (PPP, general purpose, debug,

text in image)

SERIAL 3 - 4
9 way (male) D Type RS-232 (3 wire), RS-422, RS-485 serial port

(Telemetry, debug, general purpose, text in image)

Audio 1 IN RCA (phono) socket, 8KHZ sampling 47KOhms input impedance

Audio 1 OUT RCA (phono) socket

Audio 2 IN Not currently used, available for future expansion

Audio 2 OUT Not currently used, available for future expansion

MON B 75 Ohms BNC composite monitor output, 1V pk-pk
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Front Panel LED's

Power The power LED will be green to indicate power is connected to the Server

HDD Hard Disk Drive – this will flash when images are being stored to the hard

disk

Network The Network LED will light when the unit is connected to the network, the

LED will be off if there is no network connection

Power

HDD

Network
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Unpacking the DV-IP ATM

Remove all the items from the packaging and check you have the items listed below.

DV-IP ATM

External Power Supply and Power Leads – one US and one Generic (without a plug)

CD ROM

DV-IP ATM Quick Start Guide - Supplied on the CD ROM

DV-IP ATM User Guide – Supplied on the CD ROM

DV-IP ATM Advanced Setup Guide - Supplied on the CD ROM

RS232 Cross-over Communication cable

RS485-bus cable with ferrite clamp filter

Wall or Desk mounting brackets

If any of these items are missing please contact the Dedicated Micros Technical Support team.

Safety Notes

All the safety and operating instructions should be read before the unit is operated.

Location

The DV-IP ATM is designed to be wall or desk mounted. The following precautions must be taken when installing the

unit:

• The supports must be used when mounting the unit, failure to use these may cause damage to the unit.

• If the unit is to be installed in a closed assembly, the maximum operating ambient temperature must not exceed

104°F (40°C).

• Ensure there is a 1" (2.54cm) gap on either side of the unit.

• Openings in the unit’s case are provided for ventilation and to prevent overheating, these openings should not be

blocked or covered.

• When stacking units, ensure there is at least a 1/2" (1.3 cm) gap between each unit.

• Ensure the unit is not located in an area where it is likely to be subjected to mechanical shocks.

• The unit should be located in an area with low humidity and a minimum of dust. Avoid places like damp basements

or dusty hallways.

• Ensure there is reliable earthing of the mains outlet when fitted to supply connections other than direct connection

to the branch circuit.

• When connecting the unit to a branch circuit this must be rated 15 Amps.

• If using external storage, refer to the relevant JBOD or RAID instructions for placement details. 

• It is recommended that a UPS (Uninterruptible Power Supply) be connected to the unit in case of power failure, this 

will ensure continuous operation.

Important Note: Before installing the DV-IP ATM you must carefully read all Safety Instructions and

the following information on where the unit should be located.
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Electrical Connections

Please ensure the following are available and have been tested prior to the installation:

Mains point

Network point 

Network cable

Active video signals, that is, at least one working camera feed

Desk / Laptop PC with CD ROM drive and connection to the same network as the DV-IP ATM

Servicing

Do not attempt to service this unit yourself as opening or removing covers may expose you to dangerous voltage or

other hazards. 

Refer all servicing to qualified service personnel.

Lightning Strike

The DV-IP ATM has some in-built protection for lightening strike, however it is recommended that isolation transformers

be fitted to the system in areas where lightening is a common occurrence.

Regulatory Notes FCC and DOC Information

(US and Canadian models Only)

Warning: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to

part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when

the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio

frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful

interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful

interference in which case the user will be required to correct the interference at their own expense. 

If necessary, the user should consult the dealer or an experienced radio/television technician for corrective action. The

user may find the following booklet prepared by the Federal Communications Commission helpful: “How to Identify and

Resolve Radio-TV Interference Problems”. 

This booklet is available from the US Government Printing Office, Washington, DC20402, Stock No. 004-000-00345-4.

This reminder is provided to call the CCTV system installer’s attention to Art. 

820-40 of the NEC that provides guidelines for proper grounding and, in particular, specifies that the cable ground shall

be connected to the grounding system of the building, as close to the point of cable entry as practical.

CE Mark

This product is marked with the CE symbol and indicates compliance with all applicable directives. 

Directive 89/336/EEC. 

A “Declaration of Conformity” is held at Dedicated Micros Ltd., 

11 Oak Street, Swinton, Manchester M27 4FL.
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Simple Installation is the minimum installation required for the DV-IP ATM for the unit to

operate; we will look at:

Installing the DV-IP ATM using wall-mounting brackets

Connecting Analogue video sources

Connecting a Spot Monitor

Connecting the unit to the Network

Applying Power to the system

Tools Required

The tools required to install the DV-IP ATM to this stage are:

Item Description

1 Suitable screw driver for connecting the wall mounting kit and mounting in place

Note: The rack screws are not supplied by Dedicated Micros.

2 Wall-mounting brackets (supplied)

3
Laptop running a terminal application, for example HyperTerminalTM, see below

for full PC specification

4 RS232 cross-over communication cable (supplied)

5 Power Supply (supplied)

6 Mains cable (supplied)

7 Ethernet cable

8 Ethernet cross-over cable

Simple Installation
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Recommended PC Specification

The following is the recommended PC specification to allow configuration and viewing of the

DV-IP ATM using a browser interface and also viewing and control from the NetVu ObserVer

application:

Internet Explorer 6

Netscape Navigator 7.1

Firefox 1.5

* Although the system will operate on lower specification computers the above is recommended

to provide high performance video quality and update rates. If lower specification processors

are used this will affect the overall performance of the computer.

WARNING: For a web browser to correctly operate with DV-IP ATM, Java Virtual Machine (JVM) must

be installed on each PC that will be used to access DV-IP ATM. The JVM enables Java components in

web pages to operate as intended by Dedicated Micros. A version of Java Virtual Machine may be

downloaded from www.java.com.

Minimum Recommended

Operating System Window XP Pro Windows XP Pro

Processor 1GHz Intel

Pentium 3 or equivalent 

2GHz Intel Pentium 4 or

equivalent

System RAM 512MB 1024MB

Screen Resolution 800 x 600* 1024x 768 or higher*

Colour Depth 24bit* 24bit or 32bit*
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Step 1 Connecting the Rack Mounting Brackets

The DV-IP ATM can be wall or desk mounted the following details the wall mounting process. A

mounting kit is supplied with this product, it is important to install this correctly. The kit comprises

of:

4 x Rack mount screws  

2 x Mount ears

Before connecting any cables to the DV-IP ATM either place the unit on the shelf or connect the

wall mounting kit:

Using the supplied screws, attach the mount ears to each side of the unit.

Position the unit.

Connect the DV-IP ATM mounting brackets to the wall.
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Step 2 Connecting Video Sources

The DV-IP ATM is available with four video inputs. The Video inputs

are 75 ohm BNC Connectors and require a 1 Volt peak-to-peak video

signal. 

The video inputs are by default terminated at 75 ohms; this is

configurable within the DV-IP ATM web configuration

pages.

Step 3 Connecting to the Network

The DV-IP ATM supports a 10/100Mbps auto detecting Ethernet

Network Interface Card. The purpose of the network interface is to

support the remote configuration, monitoring and control of the unit

over a network connection.

Using a straight through network cable (Appendix A) connect to the

NET connector on the units and a port on the network.

The DV-IP ATM is shipped enabled for DHCP network. An IP Address will automatically

allocated when the unit is powered up.

Step 4 Connecting the Spot monitor

The DV-IP ATM supports a Spot monitor (MON B) output which

allows a single or a sequence of cameras to be displayed full screen. 

This monitor output can be used as a deterrent to a potential criminal

to show that the premises is being monitored, for example a point of

sale monitor or Reception monitor.

The Spot monitor output is a 75 Ohm BNC connector. 

MON

Note: Although the DV-IP ATM is automatically allocated and IP address it is recommended that a

static IP address be configured on the unit.

NET

Note: It is recommended that you connect the cameras from the lowest number first; however it is

possible to disable inputs in the DV-IP ATM configuration pages.

VID
1

VID
2

VID
3

VID
4
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Step 5 Connecting serial devices

The DV-IP ATM supports four serial (communication) ports. Each port

can be configured to support various peripheral devices. 

By default Serial 1 is enabled for Debug (Engineering mode) allowing

you to connect and configure the unit. 

All COM ports are 9 Way D-type male connector's with the following

pin connections for RS232.

RS232 Connectivity

Step 6 Connecting Power

If there are no further installation requirements (audio, alarms, etc)

you can connect power to the unit at this stage. 

The DV-IP ATM is configured for DHCP and will be automatically

allocated and IP Address if connected to a DHCP network. If a static

IP Address is required refer to Step 7 before applying power.

To connect power to the DV-IP ATM:

1. Ensure the mains if switched off at the socket.

2. Connect the power supply (supplied in the packing kit) to the POWER connector on the unit;

this is the 4 pin Din connector shown above.

POW
ER

Pin Description SERIAL 1 SERIAL 2 SERIAL 3 SERIAL 4

1 Data Carrier Detect DCD DCD

2 Receive Data RX RX RX RX

3 Transmit Data TX TX TX TX

4 Data Terminal Ready DTR DTR

5 Ground GND GND GND GND

6 Data Set Ready DSR DSR

7 Ready to Send RTS RTS RTS RTS

8 Clear to Send CTS CTS CTS CTS

9 Ring Indicate RI RI

COM
1

COM
4

COM
2

COM
3
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3. Connect the mains lead (supplied in the packing kit) to the power supply, the European lead

requires the relevant mains plug be attached to the lead, ensure you follow Health and Safety

procedures.

4. Switch the mains on at the socket.

5. Check the Green LED on the front panel of the DV-IP ATM lights to show the unit has

powered up successfully.

6. Refer to Section 8 Locating the DHCP allocated address if the network supports DHCP.

This secton explains how to find the IP address by using the spot monitor.

Step 7 Allocating an IP Address

This section is separated into:

Setting a static IP address

Enabling DHCP

Setting a static IP address

The following describes how a preferred static IP address can be allocated and divided into:

static IP address

subnet mask 

and if required default gateway

1. Ask your Network Administrator to complete the following with the information that will be

configured on the DV-IP ATM.

IP address

for example 172.16.0.100

Subnet mask 

for example 255.255.0.0

Gateway

(if required)   

for example 172.16.0.254

2. With the mains power OFF, connect the PSU to the power input on the rear of the unit.

3. If the RS232 communication cable is not connected to the unit, connect this between the

COM port on your PC and COM1 on the rear of the unit.
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4. On your PC, from the Start menu, select Programs> Accessories> Communications>
HyperTerminal and create a new connection using the COM port and the following settings:

5. Apply mains power to the DV-IP ATM. The green power LED should light on the front panel

of the DV-IP ATM and some debug information should appear in HyperTerminal as the 

DV-IP ATM starts up, wait for this debug information to finish.

6. In HyperTerminal, log on to the DV-IP ATM by typing +++ and pressing enter.

7. At the DV-IP> command prompt, type the following commands, replacing <aaa.bbb.ccc.ddd>

with the values issued by the Network Administrator. 

<ESC> denotes the Escape button on your keyboard, <ENTER> denotes the enter key on your

keyboard. 

<ESC>m\ether_ip\aaa.bbb.ccc.ddd <ENTER>
<ESC>m\subnet\aaa.bbb.ccc.ddd <ENTER>
<ESC>m\gateway\aaa.bbb.ccc.ddd <ENTER>
<ESC>m\save <ENTER>
reset (to restart the DV-IP ATM) - you must reset the DV-IP ATM for the settings to be applied.

Enabling DHCP

The DV-IP ATM is set to aquire a DHCP IP address by default. Use the following procedure if

this setting has been changed so that the DV-IP ATM is automatically allocated an IP address:

1. With the mains power OFF, connect the PSU to the power input on the rear of the unit.

2. If the RS232 communication cable is not connected to the unit, connect this between the

COM port on your PC and COM1 on the rear of the unit.

3. On your PC, from the Start menu, select Programs> Accessories> Communications>
HyperTerminal and create a new connection using the COM port and the following settings:

Bits per second 38400

Data bits 8

Parity None

Stop bits 1

Flow control None
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4. Apply mains power to the DV-IP ATM. The green power LED should light on the front panel

of the DV-IP ATM and some debug information should appear in HyperTerminal as the DV-IP

ATM starts up, wait for this debug information to finish.

5. In HyperTerminal, log on to the DV-IP ATM by typing +++ and pressing enter.

6. At the DV-IP> command prompt, type the following commands, replacing <aaa.bbb.ccc.ddd>

with the values issued by the Network Administrator. 

<ESC> denotes the Escape button on your keyboard, <ENTER> denotes the enter key on your

keyboard. 

<ESC>m\ether_ip\000.000.000.000 <ENTER>
<ESC>m\subnet\000.000.000.000 <ENTER>
<ESC>m\gateway\000.000.000.000<ENTER>
<ESC>m\save <ENTER>
reset (to restart the DV-IP ATM) - you must reset the DV-IP ATM for the settings to be applied.

The DV-IP ATM will automatically be allocated an IP address from the DHCP server.

Step 8 Locating the DHCP Allocated IP Address

If the unit has been left at default setting then the unit will be automatically allocated an IP

address, this information is required to configure the unit.

The DV-IP ATM must be connected to the DHCP network during this procedure.

1. Connect to DV-IP ATM using Hyper Terminal as described in Allocating and IP Address

above.

2. At the DV-IP> prompt in HyperTerminal, run the IP configuration tool, type:

ipcfg<ENTER> - the DHCP IP address assigned is displayed.

Note: Although this configuration provides an IP address for the DV-IP ATM unit using the DHCP

protocol, the IP address is only temporary, so it is advised that a permanent IP address is provided

manually at a later date.

Bits per second 38400

Data bits 8

Parity None

Stop bits 1

Flow control None
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Make a note of the IP address for testing the network configuration.

IP address      

for example 172.16.0.100

Subnet mask  

for example 255.255.0.0

Gateway

(if required)    

for example 172.16.0.254
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To assist you with the configuration of the DV-IP ATM, this section is constructed in a tutorial

manner and will make use of typical scenarios describing how to …….. allocate an IP address,

set up VMD, etc. Select the sections that are relevant to the functionality required for your

application and follow the step by step instructions.

As with the Installation of the unit this section will be divided into:

Simple Configuration – required to get the unit up and running, covered in this manual.

Advanced Configuration – project specific requirements, covered in the Advanced Setup

Guide

Web Page Icons

Each of the DV-IP ATM configuration web pages has the following buttons:

Reset to Defaults – this will return the associated page to factory defaults.

Display Help – this will display the Help pages for the associated configuration

page. This is a good starting point if you are having problems or do not understand

the configuration parameters.

Save Settings – this will save a changes that has been made to the configuration

page - remember to save the changes selecting a new page before saving the

changes will result in all changes will be lost!

Reset – this will be displayed on the configuration pages for functionality that

requires the unit to be reset to initiate the function, always save the settings before

resetting the unit.

For each How to…. section the Tab name and Function name will be shown allowing you to

easily locate the correct configuration page.

Note: It is presumed that configuration steps detailed in the DV-IP ATM Quick Start Guide have been

followed and therefore the cameras inputs have been enabled and the standard record rate has been

set, although these features are detailed within this section.

Configuring the DV-IP ATM
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Accessing the Configuration Web Pages

The configuration of the DV-IP ATM is achieved via on the on board web pages, to access

these:

1.  Launch the web browser (Internet Explorer, Netscape Navigator or FIrefox)

2. Type the IP address of the DV-IP ATM into the address bar

3. You will be presented with the Main Menu page

4. Select Configuration Options, you will be prompted for a username and password, if these

have not been previously changed in the .ini file the default settings are dm and web

respectively.

Note: The user name and password are case sensitive; it is recommended that you change the

default username and password. Please keep this information as mislaid usernames and passwords

could result in the unit being returned to Dedicated Micros.
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How to Configure Global Parameters

There are some parameters that can be set that will affect the overall system;

video standard for the video inputs, browser format for the web interface,

language that the menus will be displayed in and the DST (daylight saving

time) settings.

To configure these parameters:

1. Select Home -> Main Set-up

2. Select the video format from the drop down list; this will be the standard for all the video

inputs on the DV-IP ATM

3. Select the date format from the drop down list

4. The DV-IP ATM web pages can be viewed in two formats; Active X (default) or Java, select

the relevant option from the drop down list

5. The web configuration pages for the DV-IP ATM can be displayed in a selection of

languages, select the language which is most appropriate to your installation from the drop

down list

6. Select the time zone for the application from the drop down list

7. If the settings are incorrect reset the Server by selecting the reset button

8. If the DV-IP ATM time is to be synchronised with the PC that is being used to configure the

system then select sync unit time from PC. Note this only synchronises the time when the

button is selected this will not maintain synchronisation permanently.

9. Remember to save the configuration by selecting Save Settings!

Note: Ensure the PC being used for the configuration is set to the correct time zone and that DST is

enabled before continuing.

Note: If the video format is changed it is necessary to carry out a system reset before saving the

settings. This allows the unit to activate the change. 

Simple Configuration
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Function Description

Video Standard This is a global setting for all the video inputs on the DV-IP ATM. The video format can

be configured as PAL or NTSC.

When the video standard is changed the DV-IP ATM must be reset. Click on the Reset

button

Date Format It is possible to identify the format in which the date will be displayed; the default setting

is Day Day, Month Month, Year Year.

Browser Settings The browser interface on the DV-IP ATM supports Active X or Java, the most appropriate

for your application can be selected from a drop down list. Again this is a global settings

and therefore any user connecting to the system will be presented with the same

interface

Language The DV-IP ATM web configuration pages can be displayed in the language that is most

suitable to the country of installation.

The currently languages supported are; English, Spanish, French, Czech, Italian,

Russian, Dutch, Portuguese, German, Turkish, Croatian, Danish, Finnish, Norwegian,

Hungarian, Swedish, Polish

DST Daylight Saving Time. This is the time zone that the DV-IP ATM is installed in, select

from the list for the most appropriate time

Reset This will reset the DV-IP ATM

Sync Unit time

from PC

The DV-IP ATM can be synchronised with the PC that is being used to configure the unit.

If the PC is synchronised with the network clock then this time will be reflected in the DV-

IP ATM.

The synchronisation is not a persistent and will only synchronise the DV-IP ATM and the

PC at the time the button is pressed
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How to Enable System Features

There are a number of features supported on the DV-IP ATM that can be

enabled or disabled depending on your system requirements.

When these features are enabled, the relevant configuration web pages will be

displayed; if these are disabled then these pages will be omitted.

1. To enable the features select the System -> Advanced Features

2. By default the Alarm/VMD Reporting and Live Options features are enabled, to enable the

other features tick the box next to the feature

3. Remember to select Save Settings! 

4. You will now need to select Reload Webpages for the relevant configuration pages for the

enabled features to be displayed

5. Reset the unit will initiate the functions and also re-load the additional web pages

Note: The SMB functions are not supported.
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Section Feature Description

Home Register Note: Configuration and registration of the DV-IP ATM is carried out

at the factory, therefore this screen is for fault diagnostics only and it

is recommended that the page is not enabled unless advised by

Dedicated Micros Technical Support

Cameras Text in image It is possible to integrate the DV-IP ATM into an application where

receipt of specific text can be used to trigger an alarm. This will

enable the configuration page to be included in the Cameras tab

Alarms Alarm image

protection
It is possible to configure the DV-IP ATM to protect images within

parameters set by the operator (time and date, etc). This will enable

the configuration page to be included in the Alarms/VMD tab

Alarms Database

configuration
The database can be set to have a maximum number of entries to

ensure efficient management of the information. This will enable the

configuration page to be included in the Alarms/VMD tab

Alarms Alarm/VMD

reporting

It is possible for the DV-IP ATM to send information to a remote

monitoring station under certain conditions (camera fail, alarm, etc).

This will enable the configuration page to be included in the

Alarms/VMD tab

Alarms Advanced alarm

features
This allows you to enable the advanced alarm support on the DV-

IP ATM. This will affect how the alarms operate in conjunction and

supports features of the British Standard BS8418

Alarms 485 expansion

bus

The DV-IP ATM support additional DM 485 devices which are

connected to the 485 Bus connector on the unit. This option must

be enabled for these devices to be identified by the unit

Network Automatic FTP

download
The DV-IP ATM can be configured to automatically download

information using FTP, This will enable the configuration page to be

included in the Network tab

Network SMS reporting This feature is not Supported on this platform

Network SMB support This feature is not Supported on this platform

Network SMB workgroup This is the SMB workgroup name of the Windows network group

that the DV-IP ATM belongs to.
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Advanced Alarm Features

These advanced alarm features are designed for detector activated CCTV systems and

ensures that mandatory requirements for remote video installations are requiring level one

response are met. The requirements outlined in the British Standard BS8418 dictate that the

DV-IP ATM responds to alarms in this specific way.

Features

The following lists the additional features which are enabled when the Advanced Alarm option

is enabled: Entry / Exit routes, Entry time, Alarm logic, Tamper proof alarm inputs, Automatic

management of nuisance detectors and cameras, Relay outputs, System logs and Watch dog

Note: The advanced alarm features option is disabled by default; this can be enabled in the Advanced

Features Web Configuration pages.

Section Feature Description

Network E-mail reporting The DV-IP ATM supports e-mail of data under certain conditions

(alarm, start up, etc). This will enable the configuration page to be

included in the Network tab

Network Webcam

support

The DV-IP ATM can make any of the video inputs available to a web

server for use within a web page. This function uses FTP to upload

the images to the web server. This will enable the configuration

page to be included in the Network tab

Network Firewall

configuration
The DV-IP ATM supports an on board firewall to ensure no

unauthorised users can access the unit. This will enable the

configuration page to be included in the Network tab

Tools Scope, Audio

Trace, Relays,

Variables

There are a number of tools that can be used to obtain information

on the system performance, enabling this options will display the

relevant pages in the Tools tab

Live options Telemetry

controls
This option allows the live pages to be tailored to the Operators

requirements, disabling the option will remove all telemetry controls

from the Live viewing pages.

Live options  Event controls The unit supports an event database which can be accessed from

the Live page, disabling this option will remove all event controls

and will not allow the Operator to analyse the event database.

Live options Playback

controls
It is possible from the Live page to review any recorded images

stored on the unit, disabling this option will remove all playback

controls from the Live viewing page.



How to Configure Camera Inputs and Standard Recording

Each video input can be individually configured. 

How to enable each input and set the standard record settings has been

briefly described in the Quick Start Guide, this section will detail the full

configuration process; camera resolution and file size, camera titles,

termination, video colour and camera fail notification, standard recording

settings. 

The enabled cameras can also be included on in a sequence that will be displayed on the 

DV-IP ATM Spot monitor, how this is configured is also covered in this section.

This section is divided into: 

Enabling and configuring the camera inputs settings

Configuring the standard record settings

Enabling cameras for display on the spot monitor.

To enable/configure camera input settings:

1. Select Cameras -> Camera and Record Set-up

2. The inputs with connected cameras will automatically be detected, check that the

Connected option next the inputs with cameras are ticked

3. In the corresponding title box enter the camera name for the video source connected to that

input

4. If the final destination that the video source is to be connected is the DV-IP ATM then this

input must be terminated, however if the loop through connections on the Server are to be

used then the corresponding input must be un-terminated. To select termination place a tick in

the box adjacent to the video input, to un-terminate remove the tick from the box

5. By default the DV-IP ATM presumes all enabled inputs are colour video sources. If you are

connecting a monochrome signal to the Server it is recommended that the input be set for

mono, place a tick in the corresponding video input

6. To enable the Server to send notification that the video input does not detect a 1V peak to

peak signal place a tick in the box adjacent to the video input, this will give a camera fail alarm

7. Save the configuration by select Save Settings!
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To configure the standard record settings:

All standard record settings are global and will be applied to the cameras that are enabled for

Standard Recording.

8. Select the Standard Recording resolution from the drop down list, the options are High,

Medium and Low.

Note: The Standard Recording options are configurable within the Profile Setup page, refer to the sub

section below.

Note: MultiMode configuration is covered in the Advanced Setup Manual.

Function Description

Connected It is necessary to enable the video inputs that have a video source

connected.

By default only video input 1 is enabled (refer to the Quick Start Guide for

more information)

Camera Title It is possible to allocate an ASCII camera title to each of the enabled inputs,

this along with the camera number will be displayed on the screen to identify

the camera selected

Terminated All video inputs support 75 ohms software termination by default

Mono If the video input on the DV-IP ATM has a black and white (monochrome)

source connected then enable the corresponding camera.

Note: The video server will try and compress the colour contents of the image

if this box is not enabled, ticking this box will remove unnecessary overhead

on the compression process

Camera Fail Reporting If the video input on the DV-IP ATM does not identify a 1V peak-to-peak

signal then the unit can transmit an alarm notification for camera failure on

the corresponding video input



9. The record duration and standard record rate are inter-connected; changing one of these

settings will automatically update the other. Enter the information in either the record duration or

standard record rate

10. Enter the alarm record rate for when the DV-IP ATM is in an alarm situation

11. Select the Alarm Record Mode from the drop down list, the options are; Unchanged,

Interleave and Exclusive

12. Enter the video expiry period in days

13. Within the Record Profile section select the Std option from the drop down list for each of

the cameras that are to have Standard Recording settings applied. Ensure the Std option is

selected for each operating mode.

14. Save the configuration by select Save Settings!

Function Description

Pictures Per Second (pps)

/ milliseconds (ms)
This allows the record settings to be configured as either Pictures Per

Second or Milliseconds

Note: The DV-IP ATM supports three operating modes (Day, Night, Weekend defaults), ensure the

record settings are enter for all three modes if enabled.

Page 28 Dedicated Micros



Dedicated Micros Page 29

Function Description

Standard Recording The Standard Recording setting is a global setting and will be applied to all

cameras enabled for Standard recording. This is the resolution of the images

that will be stored to the hard disk.

The resolution includes the image size and the file size, refer to Profile Setup

for more information.

The options are High, Medium or Low.

Video Expiry Period This indicates the maximum time any images can be stored on the hard disk,

if the record duration is less than the video expiry period the images will

automatically be overwritten

Record Duration The total record time available in (DD) Days and (HH) Hours. This indicates

the storage capacity of the system without any alarm recording. This is

estimated from size of video storage, the standard record rate and the

requested target size of the recorded images. Note: Changing the Record

Duration will automatically update the Standard Record Rate. Changing the

Standard Record Rate will likewise update the Record Rate

Standard Record Rate

This is global setting and identifies the ‘common pictures per second’ for all

enabled video inputs on the unit. This will remain unless otherwise actioned

(Alarm record rate)

This can be set in milliseconds or the number of pictures per second.

The delay between consecutive images from any one camera is the

Standard Record Rate multiplied by the number of cameras being recorded.

Changing the Standard Record Rate will automatically update the Record

Duration. Changing the Record Duration will likewise change the Standard

Record Rate

Example Record Rates show the pps and the equivalent ms:

100 picture per second or 40ms

50 pictures per second or 20ms

25pps or 40ms

20pps or 50ms  

10 pps or 100ms

8pps or 125ms  

5 pps or 200ms 

2pps or 500ms  

1pps or 1000ms

WARNING: When running the unit at maximum Record Rate (50pps or

20ms in Standard Record Settings), this will affect viewing and network

transmission, as the video codecs will be running close to capacity - the

unit’s priority is to record the footage to the internal HDD, so transmission

performance will be reduced. This is exhibited by slow connection to the

html pages and reduced viewing frame rates. Multi-user viewing will also be

affected. It is not recommended to set the Standard Record rate to 20ms for

everyday usage, but rather only for specific situations where this rate is

necessary.
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To select cameras to be displayed on the Spot monitor:

15. Enable the Spot Monitor box that corresponds to the inputs that are to be available for

display (as a sequence or alarm) on the Spot monitor

16. Enter the Spot Monitor Dwell Time in seconds, this identifies the number of seconds each

camera will be displayed during a sequence

17. Save the configuration by select Save Settings!

Function Description

Alarm Record

Rate
This identifies the global alarm recording rate which will be activated if an alarm is

triggered on the unit. For example, the unit may be configured to increase the recording

rate when a door contact is triggered. 

Alarm Record

Mode

This option allows exclusive or interleave recording to be selected within any of the

operating modes (Day, Night, Weekend) to adjust the record sequence when an alarm is

received. The options for event recording are:

Unchanged – This sets the record sequence to remain the same whether an alarm is

present or not.

Exclusive – The unit will only record the alarm cameras.

Interleaved – This will set the unit to record the alarm cameras more frequently than

non-alarm cameras, by interleaving the two i.e. if camera 1 is in alarm the interleave

recording would be 1213141516…

Record Profiles The DV-IP ATM supports three operating modes  Day, Night and Weekend (defaults).

These drop down boxes allow the selection of either Standard or Profile recording.

Selecting Standard recording will apply the settings from the top of the page. 

Click here to see

thumbnail images
This will display a thumbnail view of video connected to the unit. Place the cursor in the

camera title box to view the corresponding video input
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Profile Setup for Standard Recording Settings

The Profile Setup menu allows the Standard Recording settings to be configured for the High,

Medium and Low options.

1. Select the Edit button next to the Standard Recording option on the Camera and Record
Setup page.

2. Select the System Resolution from the drop down list, this is a global setting

3. From the drop down list select the image resolution for the High resolution alias option

4. Enter the file size that will be associated with the resolution for the High option

Note: The smaller the file size the more data can be transmitted but the more compression applied

and therefore the lower the quality. Images sizes can be set between 5 and 45KB

Function Description

Spot Monitor Dwell Time This identifies the time that a camera will be displayed on the Spot monitor

when the unit is sequencing through a number of cameras. The setting is

configured in seconds

Spot Monitor
Each camera can be individually selected to be available for display on the

Spot monitor.

The Spot montior will display either a sequence of cameras, full screen of a

single camera or the primary camera on alarm (if enabled).

The Spot monitor will also display the unit IP address for 10 minutes after

initial bootup.
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5. Carry out the same process for the same for the Medium and Low options

6. Save the settings by selecting the Save Settings button.

Configuring the Network Settings of the DV-IP ATM

The Quick Start Guide gives details of how an IP address can be allocated to

the network port on the DV-IP ATM to allow you to communicate via a LAN or

WAN from a web interface.

This section details these additional configuration parameters.

To configure the network information

1. Select Network -> Network Settings

2. The IP address, subnet mask and default gateway (if set) that has already been

configured in the .ini file will be displayed on this page, these can be changed by entering the

new information in the relevant areas

Function Description

System Resolution System resolution, displayed at the top of the page defines the resolution that

the unit uses for viewing and recording as standard. It should be left at

704x512 for PAL systems for optimum quality

Resolution Alias – JPEG This is the settings for JPEG images when recording in Standard Recording.

These settings are also ‘aliased’ for viewing when using the NetVu ObserVer

or web interface, i.e. when High, Medium or Low is selected in the viewing

application these settings will be applied to the video.

Resolution Select the resolution for the High, Medium and Low options. These are

704x512, 704x256, 352x256, 176x128 (PAL) 720x480, 704x544, 704x480,

640x480

Size (KB) This identifies the file size for the associated option. Typical file sizes for the

High, Medium and Low settings, to achieve the best quailty recorded images

are:

12-30Kb - 704 x 256

6-15Kb - 352 x x256

2-6Kb - 176 x 128
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3. The DV-IP ATM supports Domain Name Server allowing the DV-IP ATM to reference other

hosts by their name rather than their IP address, enter the IP address of the primary DNS and

secondary DNS server

4. The default unit name for the unit is DV-IP ATM, this can be changed to a more appropriate

name by entering the information in this section

5. If the Server is to use PPP then the corresponding IP address needs to be entered

6. As the DV-IP ATM can be connected to a LAN or WAN network it is possible to identify the

maximum bit rate for the network connection. There are default settings for LAN, WAN and

ISDN if these defaults are accept select the corresponding button for your network link

7. If the default settings are not as you require enter the information in the sections that are

incorrect

8. Remember to save the configuration by selecting Save Settings!

Note: It is possible to limit the bandwidth for remote monitoring. The limitation is for HTTP connections

only (configuration and viewing via the web interface), FTP and Telnet connections are not included in

this limitation these connections may use bandwidth.

Description Command IP Address

PPP IP Ethernet_IP\PPP_IP 10.0.0.1

Ethernet IP Base_IP 172.16.1.2

Note: The PPP IP address must be in a different range to the local IP address range.

Note: The unit IP address will be displayed on the Spot monitor on system power up.
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Function Description

IP Address,

Subnet Mask,

Default Gateway

These are the settings that have already been configured via the Serial port

configuration. This is the static IP address and subnet mask, and if applicable default

gateway

Primary DNS This is the primary DNS server IP address for applications that are utilising domain

names

Secondary DNS This is the IP address of the secondary DNS server in case of failure of the primary

server

System Name This is the name that is allocated to the DV-IP ATM, this will be used when transmitting

alarm information to a Remote Monitoring Station

Base PPP IP This is the base IP address allocated to the DV-IP ATM. The PPP Link 1 and PPP Link 2

are automatically generate from the allocated base IP. PPP Link 1 takes the base IP and

PPP Link 2 will take the next sequential IP address.

DHCP IP If the DV-IP ATM was installed on a DHCP network this would be the IP address the

DHCP server allocated on power up of the unit

DHCP Subnet If the DV-IP ATM was installed on a DHCP network this would be the subnet of the

network the unit is connected and would be automatically allocated by the DHCP server

on power up
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Function Description

DHCP Gateway This is the IP address of the default gateway (router) that the DV-IP ATM would be

automatically assigned to by the DHCP server

DHCP Name This would be the name of the DV-IP ATM that is automatically allocated by the DHCP

server

Serial Number This is the serial number of the DV-IP ATM, this is a read only section

LAN, WAN, ISDN These have default settings for the following information, selecting these will

automatically allocate values to these settings

LAN – 10000 Kilobits/second

WAN – 256 Kilobits/second

ISDN – 64 Kilobits/second

Force 10BaseT

operation
The DV-IP ATM supports 10 or 100BaseT half duplex transmission, this will force the unit

to operate at a 10BaseT connection

Maximum Trans

Rate

This controls the bandwidth of the Ethernet or PPP connection made by the unit. This

can be manually configured or will automatically change when the LAN, WAN or ISDN

options are selected.

Transmit Image

Buffers
This is used in order to improve the picture delivery over Ethernet when using a slow

connection, i.e. 256Kbps. Options available are 1, 2 or 3 buffers

Ethernet MTU This is the maximum transmit unit for the Ethernet packet. By default this figure is set to

1514bytes

TCP Re-Transmit

Timeout

This is the time the DV-IP ATM will wait to re-send a packet if an acknowledgement is

not received. 

When making a connection across a WAN link this figure should be increased and

should match the timeout figure for the router

PPP Idle Line

Timeout
This is the time the DV-IP ATM will wait before dropping the PPP link if data has not

been transmitted

PPP Link Down

Timer
If for any reason the connection is lost then this is the time period before the DV-IP ATM

will be forced to drop the PPP connection

Packet Size This is the maximum packet size that will be transmitted from the DV-IP ATM. This figure

is identified in Bytes

Secondary Web

Server Port

If the default port setting for web serving has already been allocated it is possible to

configure a second port number.

Eg. If the secondary web port is set for 8000 because the default (80) web port is

blocked by the network or firewall. To obtain images from the DV-IP ATM enter the IP

address plus the secondary web port in the address section of Internet Explorer or in the

Viewer; http://172.16.1.2:8000 (<IP address><:><secondary port number>)
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How to Enable Serial Telemetry

The DV-IP ATM supports numerous serial telemetry protocols, any of the video

inputs on the DV-IP ATM can be configured as a functional camera. 

Common telemetry operations such as pan, tilt, zoom, presets can be

controlled via the Live page of the web interface or via the NetVu ObserVer

software.

Serial 1 to 4 can be enabled for RS232 Telemetry.

The current RS232 telemetry serial protocols supported on the Server are:

1. Connect the camera and serial cables to the DV-IP ATM before configuring the Server:

2. Select System -> Serial Ports & Telemetry

3. Using the drop down list on the associated communication port select RS232 Telemetry

4. Select the relevant telemetry type from the list of supported protocols.

5. Enter the dome/PTZ standard settings for:

Baud rate, Parity, Data bits, Stop bits, Flow control

6. Ensure the address of the dome/PTZ camera is the same as the video input number on

the DV-IP ATM, e.g. Video input 15 would equate to the dome/PTZ camera being address 15

7. Remember to save the changes you have made by selecting Save Settings!

8. It is necessary to Reset the unit after configuring this page, press the Reset button.

Once you have selected the telemetry protocol and addressed the dome/PTZ camera it is

possible to; review the image from the video input, test the control, configure the features of

the camera that are required for you application (such as presets) and access the dome/PTZ

camera menus to configure the more enhanced features supported on the dome, refer to the

manufactures manual for the camera for these features.

Note: For RS422/RS485 telemetry a suitable converter is required, such as the Amplicon 485HF9.

The supported protocols for RS422/485 telemetry are listed in the Telemetry option of the Camera and

Record Setup page.

DM-Serial

Philis-RS232
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Important Information

It is possible to use VMD (Video Motion Detection) on moveable cameras, however to ensure

that moving the camera does not trigger false alarms the VMD will only be active when the

dome is in preset position 1 (home position). This ensures that VMD is only active when the

camera is viewing the field of view that the VMD mask corresponds to, moving the camera

away from preset 1 will automatically inhibit VMD detection on the camera. As soon as the

camera receives the command to ‘return to home’ the VMD will be automatically re-enabled.

Function Description

Serial 1 and 2 Serial port configuration, the port usage that can be assigned is; off, debug, general

purpose, text in image, PPP (PPP_Link 2) and RS232 telemetry

Modem/TA When the serial port has been configured for PPP it is necessary to select from one of

the supported modems to identify the device connected to the unit, refer to table below

for supported modems/TA’s

Telemetry type
This is the list of RS232 serial telemetry protocols that are supported on the DV-IP ATM

Serial 3 and 4 Serial port configuration, the port usage that can be assigned is; off, debug, general

purpose, text in image and RS232 telemetry

Telemetry type
This is the list of RS232 serial telemetry protocols that are supported on the DV-IP ATM

Baud rate, parity,

data bits, stop

bits, flow control

These are the default settings of the selected serial device. Refer to the relevant

manufacturer manual for the peripheral serial device for this information

Note: It is necessary for the ‘return to home’ command to be issued so that the DV-IP ATM is aware

the camera is back at preset position 1, leaving the camera to return to preset 1 after a dwell time will

not be sufficient to re-enable the VMD functionality.
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Telemetry Setup Page

1. To access the set up parameters of the camera select the Telemetry Setup button on the

Serial Ports & Telemetry page

2. The video from any of the cameras on the unit along with the telemetry control buttons for

testing will be displayed

This allows you to view any of the enabled inputs on the DV-IP ATM, control the telemetry

connected to the system and set up any features that are required for your application; such as

presets. You can also access the camera menus from this page allowing you to configure

parameters that are only programmable from the camera menu.

Supported Modems/TA’s

Generic AT Modem 3Com US Robotics 56K Modem

3ComImpact II Falcom GSM Phone / Modem

KTX 33600 – Modem PLANET Smart IP

PSL - ISDN TA Nokia30 GSM

Nokia30 HSCSD V.110 Nokia30 HSCSD V.120

SHIVA LanRover Siemens TC35GPS / MC35 GPRS

Spider 4 CDPD Modem Zyxel Omni-net.D - ISDN TA

Note: Review the relevant documentation for the camera to see how you navigate the camera menus.

Remember to save any configuration settings in the dome menu!

Note: When you select the Telemetry Setup button, it may take a few seconds for the page and video

to be downloaded, during this time do not continually press any buttons as this will slow the process

down.
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How to Configure Matrix Control

The DV-IP ATM can be incorporated into an existing analogue matrix

installation and offers control of the matrix via the Live web page or the Viewer

software.

This ensures that any existing installation does not need to be removed to

over network control, simply integrate the DV-IP ATM into the system a

network output. 

The Server supports connectivity to the matrix on serial ports COM3 or COM4, the following

matrix protocols are currently integrated into the Server software:

American Dynamics (AD) RS232 Matrix

AD168 RS232 Matrix

BBV TX1000, TX1500 and BBus-Interface Matrices

VCL/Ademco Maxcom Matrix

Connect the all video inputs to the matrix and the DV-IP ATM (loop through) as shown below,

then carry out the following:

1. Select System -> Serial Ports & Telemetry

2. Using the drop down list on the associated communication port (Serial 1 to 4) select

RS232 Telemetry

3. Select the relevant matrix from the list of supported protocols.

The serial standard settings for the selected matrix will automatically be allocated, however if

this is incorrect you can change these for:

- Baud rate, Parity, Data bits, Stop bits, Flow control

4. Enter the Matrix Monitor number of the matrix that the DV-IP ATM is connected to and that

you will be controlling

5. Enter the Matrix Offset address
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6. Save the configuration by selecting the Save Settings!

Function Description

Serial 1 and 2
Serial port configuration, the port usage that can be assigned is; off, debug, general

purpose, text in image, PPP (PPP_Link 2) and RS232 telemetry

Serial 3 and 4 Serial port configuration, the port usage that can be assigned is; off, debug, general

purpose, text in image and RS232 telemetry

Telemetry type This is the list of serial telemetry protocols that are supported on the DV-IP ATM, select

the correct protocol for the connected matrix

Telemetry Matrix

Monitor
Matrices support many monitor outputs, this is the monitor output that has been

allocated for connection to the DV-IP ATM

Telemetry Matrix

Offset

This is the matrix offset to allow any camera input on the matrix to be set as input 1 for

the DV-IP ATM. An example of this is in large systems where multiple operators are

allocated groups of cameras, for ease of use each camera can be configured to start at

camera 1. However they could actually be connected to any input on the matrix but we

would select camera 1 which could be controlling input 32 on the matrix.

Baud rate, parity,

data bits, stop

bits, flow control

These are the default settings of the selected serial device. Refer to the relevant

manufacturer manual for the peripheral serial device for this information
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This completes the Simple Configuration of the DV-IP ATM. The unit can operate at the basic

level and the remaining configuration would include functionality that is specific to the customer

requirements.

The following parameters have been configured:

Global settings 

Video inputs 

Cameras parameters 

Record rates 

Remote connectivity 
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Reset using Telnet

An alternative option for resetting the DV-IP ATM is to connect to the unit using telnet.

1. Go to Start -> Run

2. Enter <telnet <IP address of Server>>

3. You will be prompted for a username and password (default dm and telnet) and press

return

4. Type <reset>, the Server will reset itself and will not be available for a few minutes

Note: Echo is enabled on the DV-IP ATM for telnet.

Appendix A - Resetting the DV-IP ATM
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Port Allocation

The screen shot shows the default settings for each of the features that utilises a port number

as part of its communication path. 

It is possible to redefine the port allocation for HTTP, see the Configuration section of this

manual for details.

The FTP telemetry control, Telnet audio port and engineering debug are default settings and

are not configurable; these port numbers must be given to the Network Manager to ensure

there are no other devices on the network using these ports.

Using a telnet session it is possible to telnet to a specific port to obtain debug information, for

example at the DV-IP prompt enter:

Telnet <IP address or DV-IP ATM> 5201

This will download debug information on the Engineering port, the following is an example of

the information obtained:

Appendix C – Port Assignment on the DV-IP ATM
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DM RS232 Debug Cable (supplied)

The RS232 Debug cable can be used to connect the PC serially to the DV-IP ATM for

configuration using a terminal application (such as HyperTerminalTM).

Straight-through Network Cable

A straight through network cable connects hosts to network devices; PC to switch, DV-IP ATM

to Switch.

Coloured wires may be a solid colour without the white stripe.

Appendix D – DV-IP ATM Serial and Network Cables
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DM 485 Bus Cable (supplied)

The DM 485 Bus cable is supplied for connectivity to peripheral DM devices such as Alarm

Modules and Relay Modules.

Cross Over Network Cable

A cross over network cable is used to connect hosts to hosts or network equipment to network

equipment, switch to router, PC to DV-IP ATM.

Coloured wires may be a solid colour without the white stripe.
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DM RS232 Null Modem Cable

The null modem cable can be used to connect ancillary devices that require ‘handshaking’

such as modems, GSM, etc.

Nokia 30 Cable

This cable is for use from the Server to the modem only.
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