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Introduction

The Dedicated Micros DV-IP range has been designed to offer distributed monitoring and recording of multiple
inputs. Combining advanced hardware technology with numerous sophisticated viewing applications makes
the product range the ideal solution for many applications.

The DV-IP Decoder acts as a receiving station for multiple video images transmitted from NetVu Connected
video servers on the network. The Decoder receives the compressed digital data from the Ethernet network
and converts this into a format that can be displayed on a monitor.

Designed to allow integration of analogue and digital network video and also to offer the traditional interface
for CCTV surveillance. Easy to incorporate into an existing (or new) Central Monitoring Station the DV-IP
Decoder is the interface between the Ethernet network and supplying analogue video for display on the
monitor wall.

The DV-IP Decoder supports five monitor outputs that are able to display a single or multiscreen display or up
to sixteen cameras and has five audio channels to allow connections between multiple NetVu Connected
video servers and a single Decoder allowing the Operator to monitor and control audio at various sites
simultaneously.

Existing analogue
system

DV-IP Server DV-IP Server DV-IP Server

LA NIWA N Analogue Monitor Wall

[_Hal
DV-IP MultiVu

DV-IP Decoder
DV-IP Viewer2

The Decoder in conjunction with Netvu Connected video servers can be used to provide a path between
existing analogue installations a Monitoring Station, persistent connections can be established to ensure the
video from the remote sites is continually transmitted across the Ethernet network. Alternatively one of the
Dedicated Micros viewing applications can be used to provide an interface for dynamic camera to monitor
switching.

Supporting numerous network protocols (IP, TCP, UDP, DHCP, FTP, TELNET, ICMP, HTTP, ARP) the DV-IP
Decoder is an ideal choice for a true converged network ensuring compatibility with new and existing network
infrastructure's and also providing the link between the analogue world and the traditional CCTV monitoring
environment.

One of the unique features of the DV-IP Decoder is the On-board firewall supporting IP filtering and TCP and
UDP port allocation enhancing the security already achieved with the network firewall and ensuring the unit
can not be targeted when connected to a public network.
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How this Manual has been Constructed

The DV-IP Decoder manual is divided into sections to allow ease of installation and configuration.

It will describe the installation process and then the configuration of the unit via both a terminal application
and on-board web pages.

The operation and control of the System is detailed within this manual for web control and also in the DV-IP
Viewer User Guides for dynamic camera switching.
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Installing the DV-IP Decoder

The Installation of the DV-IP Decoder can be carried out in simple steps as described in the Quick Start
Guide; this section will elaborate on this information and the connectivity required for the Advanced features
supported on the DV-IP Decoder.

In addition to detailing the physical connectivity this section also describes some aspects of configuration that
are required to be carried out at installation stage, these are all the serially configured parameters of the

Decoder.

DV-IP Decoder Connections and LEDs

Rear Panel Connection
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Video
VID1 to VID5

Monitor Output

MON 1 -5
Audio
Audio 1-5IN

Audio 1 -5 OUT
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Data

COM1-4

TERM 1-5

SER1-5

TERM 1 -10

Dedicated Micros

8 Pin mini Din, external 12V PSU supplied with unit

750hms BNC composite video input, 1V pk-pK. Not currently used, available for future
expansion

750hms BNC composite monitor output, 1V pk-pK

RCA (phono) socket, 8 KHz sampling 47KOhms input impedance

RCA (phono) socket, line level - amplification required

Important Note: Multi-channel audio is currently unavailable at the moment on the DV-IP Decoder however Output Channel
1 is operational.

9 way (male) D Type RS-232 serial port (General purpose, debug)

Dip switches for correct termination of COM3 and COM 4 for RS422 and RS485 serial
data

9 way (male) D Type RS-232 (3 wire), RS-422, RS-485 serial port. Not currently used,
available for future expansion

Dip switches for correct termination of SER 1 - 5 for RS422 and RS485 serial data. Not
currently used, available for future expansion
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485 BUS 2x MMJ connector's. Not currently used, available for future expansion

NET RJ45 Ethernet network connector, 10/100BaseT auto-detecting.

Alarms and Relays

ALARMS IN 25 way (female) D Type. Not currently used, available for future expansion
AUX IN Screw terminal. Not currently used, available for future expansion
RELAYS 9 way (female) D Type. Not currently used, available for future expansion
R1 + R2 Screw terminal. Not currently used, available for future expansion

Front Panel LEDs
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Power The power LED will be green to indicate power is connected to the Decoder
HDD Hard Disk Drive — this will flash when the unit is writing to flash

The Network LED will light when the unit is connected to the network, the LED will be off if
Network . .

there is no network connection
IR The Infra Red is not enabled on the unit and is for future development

This LED will glow orange to identify the unit as being a Decoder, this allows ease of
Unmarked recognistion when the unit is used in a system apoplication which includes the DV-IP

Decoder
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Unpacking the DV-IP Decoder

Remove all the items from the packaging and check you have the items listed below.

DV-IP Decoder

External Power Supply

Power Leads — one US and one Generic (without a plug)

CD ROM

DV-IP Decoder Quick Start Guide - Printed version and also supplied on the CD ROM
DV-IP Decoder Installation Guide - Supplied on the CD ROM

RS232 Cross-over Communication cable

Front and rear rack mounting brackets

If any of these items are missing please contact the Dedicated Micros Technical Support team.

Important Note: Before installing the DV-IP Decoder you must carefully read all Safety Instructions and the following
information on where the unit should be located.

g
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Safety Notes

All the safety and operating instructions should be read before the unit is operated.

Location

Ensure the DV-IP Decoder unit is properly ventilated to protect from overheating.

Ensure there is a 3cm gap on both sides of the unit.

This unit must be stored in a low humidity and dust free area. Avoid places like damp basements or dusty hallways.

Ensure the unit is not located in an area where it is likely to be subject to mechanical shocks.

Electrical Connections

Please ensure the following are available and have been tested prior to the installation:

Mains point

Network point

Network cable

Active video signals, that is, at least one working camera feed

Desk / Laptop PC with CD ROM drive and connection to the same network as the DV-IP Decoder
Power Sources

This unit should be operated only from the type of power source indicated on the manufacturer’s label.

WARNING: Only operate your DV-IP Decoder from the type of power source indicated on the label. Failure to do so may
cause injury or death by electric shock and invalidates the warranty.

|
1l

Servicing
Do not attempt to service this unit yourself as opening or removing covers may expose you to dangerous voltage or other hazards.

Refer all servicing to qualified service personnel.

Ventilation

Ensure unit is properly ventilated to protect from overheating as detailed above.

WARNING: To prevent fire or shock hazard, do not expose this equipment to rain or moisture. The lightning flash with arrowhead symbol
within an equilateral triangle is intended to alert the user of this equipment that there are dangerous voltages within the enclosure which

may be of sufficient magnitude to constitute a risk of electric shock.

This is a class A product. In a domestic environment this product may cause radio interference in which case the user may be required to
take adequate measures.
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Lightning Strike

The DV-IP Decoder has some in-built protection for lightening strike, however it is recommended that isolation transformers be fitted to
the system in areas where lightening is a common occurrence.

Regulatory Notes FCC and DOC Information

(US and Canadian models Only)

Warning: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the FCC
rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user will be required to correct the interference at their own
expense.

If necessary, the user should consult the dealer or an experienced radio/television technician for corrective action. The user may find the
following booklet prepared by the Federal Communications Commission helpful: “How to Identify and Resolve Radio-TV Interference
Problems”.

This booklet is available from the US Government Printing Office, Washington, DC20402, Stock No. 004-000-00345-4.

This reminder is provided to call the CCTV system installer’s attention to Art.

820-40 of the NEC that provides guidelines for proper grounding and, in particular, specifies that the cable ground shall be connected to
the grounding system of the building, as close to the point of cable entry as practical.

CE Mark

C E This product is marked with the CE symbol and indicates compliance with all applicable directives. Directive 89/336/EEC.

A “Declaration of Conformity” is held at Dedicated Micros Ltd.,
11 Oak Street, Swinton, Manchester M27 4FL.
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Installation

The following details the installation process for the DV-IP Decoder along with any configuration required
during the installation stage.

Tools Required

The tools required to install the DV-IP Decoder to this stage are:

Item Description

1 Cross head screw driver for connecting the rack mounting brackets
2 Rack mounting brackets (supplied)
3 Laptop running a terminal application, for example HyperTerminalTM, see below for full PC

specification

RS232 cross-over communication cable (supplied)
Power Supply (supplied)

Mains cable (supplied)

Ethernet cable

o N o o b

Ethernet cross-over cable

Recommended PC Specification

The following is the recommended PC specification to allow configuration using a browser interface:
Pentium Il 600MHz processor

128MB RAM

1024 x 768 x 32bit colour monitor

10/100Mbit Ethernet half duplex network interface card

Windows 2000, Windows XP

Internet Explorer 6 or Netscape Navigator 7.1 or Mozilla Firefox 1.0.2

Step 1 Connecting the Rack Mounting Brackets

Please note the DV-IP Decoder is heavy. Always follow health and safety guidelines when lifting the unit from
the box or installing the DV-IP Decoder unit. When rack mounting the unit it is important that both the front
and rear brackets are installed to correctly support the unit in the rack, failure to do this may result in damage
of the unit.

A rack mounting kit is supplied with this product, it is important to install this correctly. The kit comprises of:

4 x Rack mount screws y 2 x Rear supports

2 x Front Rack mount ears %
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Before connecting any cables to the DV-IP Decoder connect the rack mounting Kkit:

Attach the rear supports to the rack that the DV-IP Decoder will sit in, these will support the weight of the unit.
Using the supplied screws, attach the rack mount ears to each side of the unit.

Position the unit on the rear supports.

Attach the rack mount ears to the front of the rack.

LERDDEDR )
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Step 2 Monitor Outputs

The DV-IP Decoder supports five monitor outputs. Each output can be

connected to a separate CCTV monitor allowing the video from a NetVu
T Connected video server to be received from the network and then converted

into analogue video, these images can then be viewed on the monitor wall.

\ﬁ‘ & The inclusion of a DV-IP Decoder within a DV-IP system means that this CCTV
=\LY @ network solution can now be monitored in a traditional CCTV format and offers
integration of a network solution into a remote monitoring environment.

¢

l

2

£

3

The Video outputs are 75 ohm BNC connector's and produce a 1 Volt peak-to-peak video signal. When
connecting monitor outputs start with the lowest number and work up, it is not necessary to connect a monitor
to each input if all five outputs are not required.

Step 3 Connecting to the Network

The DV-IP Decoder supports a 10/100Mbps auto detecting Ethernet Network

Interface Card. The purpose of the network interface is to support the remote

configuration and receive the video and audio data from a NetVu Connected
U video server across the Ethernet network.

; Using a straight through network cable (Appendix A) connect to the NET
NEZ-connector on the units and a port on the network.

The DV-IP Decoder is shipped enabled for DHCP network. An IP Address will
automatically allocated when the unit is powered up.

Note: Although the DV-IP Decoder is automatically allocated and IP address it is recommended that a static IP address be
configured on the unit.

|
[l
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Step 4 Connecting Serial Devices

The DV-IP Decoder supports four enabled serial ports. There are two RS232
and two RS232/RS422/RS485 ports, these are as follows:

com’

Communication Port Allocation

COM 1 RS232

COM 2 RS232

COM 3 RS232/RS422/RS485
COM 4 RS232/RS422/RS485

Each of the serial ports can be configured for port can be configured to support various peripheral devices.

The COM port layout is as shown below, by default COM 1 is the only port enabled and is set for Debug
(Engineering mode) allowing you to connect and configure the unit.

Foooo} Xooooo] %)oooo] @oooo]
0000 0000 0000 0000

COM2 COM1 COM3 COM4
Pin Layout
1 5 COM 1 and COM 2 are 9 Way D-type connector's support RS232
O O O O O communication ports with the following pin connections.
000
View from the rear of the unit
Pin Description COM 2 COM 1
1 Data Carrier Detect DCD DCD
2 Receive Data RX RX
3 Transmit Data X X
4 Data Terminal Ready DTR DTR
5 Ground GND GND
6 Data Set Ready DSR DSR
7 Ready to Send RTS RTS
8 Clear to Send CTS CTS
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1 5 COM 3, COM 4 are 9 Way D-type connector's and support
O O O O O RS232/RS422/RS485 communication with the following Pin Connections.

O00O
6 9

View from the rear of the unit

RS422 Connectivity

Pin COM 3 COM 4
4 Data B (-) Data B (-)
6 Data A (+) Data A (+)

RS485 Connectivity

Pin COM 3 COM 4
1 Data A (+) Data A (+)
9 Data B (-) Data B (-)

RS232 Connectivity

Pin Description COM 3 COM 4
1  Data Carrier Detect DCD DCD
2 Receive Data RX RX
3  Transmit Data X X

4  Data Terminal Ready

5 Ground GND GND
6 Data Set Ready

7 Ready to Send RTS RTS

8 Clear to Send CTS CTS

Step 5 Termination Dip Switches

Part of the installation process for the communication ports (COM 3 and 4) is to ensure the termination is
correctly set on each port.

The communication ports support RS232, RS422 or RS485 serial data. When connecting for RS422 or
RS485 communication the corresponding DIP switches on the rear of the DV-IP Decoder must be set for
termination, the following details the correct configuration.
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SW1 DM 485 Bus (Not currently active)
H H H H H SW2 COM3 RS485 termination
SW3 COM3 RS422 termination
ON 1 2 3 4 5 Sw4 COM4 RS485 termination
SW5 COM4 RS422 termination

On = Terminated
Off = Not terminated

Step 6 Connecting Power

If there are no further installation requirements such as audio you can connect
power to the unit at this stage.

The DV-IP Decoder is configured for DHCP and will be automatically allocated
and IP Address if connected to a DHCP network. If a static IP Address is
required refer to Step 6a before applying power.

oWEE
£ To connect power to the DV-IP Decoder:
1. The mains connector on the DV-IP Decoder is an 8 pin DIN connector. To power up the unit:
2. Ensure the mains if switched off at the socket

3. Connect the power supply (supplied in the packing kit) to the POWER connector on the unit; this is the 8
pin Din connector shown above

4. Connect the mains lead (supplied in the packing kit) to the power supply, the European lead requires the
relevant mains plug be attached to the lead, ensure you follow Health and Safety procedures

5. Switch the mains on at the socket
6. Check the Green LED on the front panel of the DV-IP Decoder lights to show the unit has powered up
successfully.
Step 6a Allocating an IP Address
This section is separated into:
Setting a static IP address
Enabling DHCP
Setting a static IP address
The following describes how a preferred static IP address can be allocated and divided into:

static IP address
subnet mask
and if required default gateway

1. Ask your Network Administrator to complete the following with the information that will be configured on the
DV-IP Decoder.

IP address DDDDDD DDDDDD

for example 172.16.0.100

swnetmask [ [ ][ 1. LI TLT. LT LD

for example 255.255.0.0
Gateway

(if required) DDD DDD DDD DDD

for example 172.16.0.254
Dedicated Micros Page 13



2. With the mains power OFF, connect the PSU to the power input on the rear of the unit.

3. If the RS232 communication cable is not connected to the unit, connect this between the COM port on your
PC and COM1 on the rear of the unit.

Note: COM1 is the second serial port in on the rear of the unit.

g
il

4. On your PC, from the Start menu, select Programs> Accessories> Communications> HyperTerminal
and create a new connection using the COM port and the following settings:

Bits per second 38400

Data bits 8
Parity None
Stop bits 1
Flow control None

5. Apply mains power to the DV-IP Decoder. The green power LED should light on the front panel of the DV-
IP Decoder and some debug information should appear in HyperTerminal as the DV-IP Decoder starts up,
wait for this debug information to finish.

6. In HyperTerminal, log on to the DV-IP Decoder by typing +++ and pressing enter.

7. At the DV-IP> command prompt, type the following commands, replacing <aaa.bbb.ccc.ddd> with the
values issued by the Network Administrator.

<ESC> denotes the Escape button on your keyboard, <ENTER> denotes the enter key on your keyboard.
<ESC>m\ether_ip\aaa.bbb.ccc.ddd <ENTER>

<ESC>m\subnet\aaa.bbb.ccc.ddd <ENTER>

<ESC>m\gateway\aaa.bbb.ccc.ddd <ENTER>

<ESC>m\save <ENTER>

reset (to restart the unit) - you must reset the DV-IP Decoder for the settings to be applied.

|
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Note: The Gateway will be required if the video being presented to the DV-IP Decoder is to be sourced from NetVu
Connected video servers that are located on different networks.

Enabling DHCP

The DV-IP Decoder is set for DHCP by default; the following details how to enable DHCP if this setting has
been changed so that the DV-IP Decoder is automatically allocated an IP address:

1. With the mains power OFF, connect the PSU to the power input on the rear of the unit.

2. If the RS232 communication cable is not connected to the unit, connect this between the COM port on your
PC and COM1 on the rear of the unit.

3. On your PC, from the Start menu, select Programs> Accessories> Communications> HyperTerminal
and create a new connection using the COM port and the following settings:

Bits per second 38400

Data bits 8
Parity None
Stop bits 1
Flow control None

4. Apply mains power to the DV-IP Decoder. The green power LED should light on the front panel of the DV-
IP Decoder and some debug information should appear in HyperTerminal as the DV-IP Decoder starts up,
wait for this debug information to finish.

5. In HyperTerminal, log on to the DV-IP Decoder by typing +++ and pressing enter.
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6. At the DV-IP> command prompt, type the following commands, replacing <aaa.bbb.ccc.ddd> with the
values issued by the Network Administrator.

<ESC> denotes the Escape button on your keyboard, <ENTER> denotes the enter key on your keyboard.
<ESC>m\ether_ip\000.000.000.000 <ENTER>

<ESC>m\subnet\000.000.000.000 <ENTER>

<ESC>m\gateway\000.000.000.000<ENTER>

<ESC>m\save <ENTER>

reset (to restart the DV-IP Decoder) - you must reset the DV-IP Decoder for the settings to be applied.

The DV-IP Decoder will automatically be allocated an IP address from the DHCP server.

Step 7 Locating the DHCP Allocated IP Address

If the unit has been left at default setting then the unit will be automatically allocated an IP address, it is
important to find this information before the configuration of the unit can be carried out.

The DV-IP Decoder must be connected to the DHCP network during this procedure.

Note: Although this configuration provides an IP address for the DV-IP Decoder unit using the DHCP protocol, the IP
address is only temporary, so it is advised that a permanent IP address is provided manually at a later date, i.e. next time
the system restarts the IP address may change.

g
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1. Connect to DV-IP Decoder using Hyper Terminal as described in Allocating and IP Address above.

2. At the DV-IP> prompt in HyperTerminal, run the IP configuration tool, type:
ipcfg<ENTER> - the DHCP IP address assigned is displayed.

Make a note of the IP address for testing the network configuration.

racaress [ 1L ] CILTL]. L0 . LI

for example 172.16.0.100

Subnet mask I:Il:ll:ll:”:l I:I DDDDDD

for example 255.255.0.0

Gateway

(if required) I:H:ll:l I:H:l DDDDDD

for example 172.16.0.254

Step 8 Setting and Enabling Passwords

There are a number of features supported on the DV-IP Decoder that can be password protected to prevent
any unauthorised user accessing the unit, these are:

Webpage Configuration
Telnet
FTP

These are configured within the relevant .ini files using a terminal application, the following details how this is
done.
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Default Passwords

The DV-IP Decoder has the following default user names and passwords; it is recommended that these
default settings be changed as soon as possible to ensure security.

File Name
etc/webuser.ini

etc/users.ini

Function
Configuration
FTP

Telnet

Serial

Username
dm
dm
dm

dm

Password
web

ftp

telnet

serial

Default Status
Enabled
Enabled
Enabled
Disabled

|
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Note: Ensure you make note of the new usernames and passwords that are configured, mislaying this information may
result in the unit being returned to Dedicated Micros.

The passwords are held within two of the .ini files on the Decoder; USERS.ini and the WEBUSER:.ini files,
these are located in the /etc directory on the unit.

USER.ini File

The USER:.ini file contains the user names and passwords for FTP, telnet and serial access, to change the
username and password. Locate and edit this file.

1. Using FTP client software connect to the DV-IP Decoder (the FTP Client in this images is Filezilla™);

To connect to the DV-IP Decoder type the IP address of the unit in the FTP software, you will be prompted for
a user name and password, the default settings for these are dm and ftp respectively. Locate the file within
the DV-IP/etc folder. Open the file with a text editor.

R [ournerits and S etings\arapnorthy Documents\1.01027 ap JRd | I ] |
38 M: || Filename _~ [ Filesize | Date [Time___[Pea|
B3 0 Hrussa.ini 688 21j03/2005 -
-3 Q “Hs-africaini 774 21j03j2005
BE-3B U j “Ytimezone.ini 591 21/03{2005

= | “Yusers.ini 131 21/03{2005
Filename [ Filesize [ Filet [ Last Mo a] | “Bvidcfg.ini 5104 08/03/2005
; 131 Configuration ... 24/03{z—{ | [ WEBUSER.ini 5677 21/03{2005
Upload - -

« Add to Queue | » « | »

Selecte  Upload as... Selected 1 file with 131 bytes.

Local F Create Directory Size | Direction | Remote Filename | Host | Status

Properties
< P | |

2. Change the password for the relevant function, here is an example of the original settings; note that the
Serial user name and password are commented (#) out as this is not enabled by default.

P\ USERS.ini - Notepad

File Edit Format View Help
# Dv-IP 18th May 2004 =]

=10l x|

[FTR]
dm=Ftp

[Telnet]
dm=telnet

[serial]
# dm=serial
# serial=password

# End of file...
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3. Save the changes and then upload the file to the unit.

Multiple user names and passwords can be allocated to each function, simple add the information under

the relevant heading, e.g.
[FTP]

dm=ftp

psmith=manager
jjones=admin

This will give three usernames and passwords for accessing the FTP function.

4. Reset the unit for the new Username(s) to take affect

WEBUSER.ini

The WEBUSER:.ini file contains the usernames and passwords for accessing the configuration of the DV-IP

Decoder (and live view, playback for NetVu Connected video servers),

password of for the DV-IP Viewer software. Locate and edit this file.

1. Using FTP software connect to the DV-IP Decoder;

as well as the user name and

To connect to the DV-IP Decoder type the IP address of the unit in the FTP software, you will be prompted for
a user name and password, the default settings for these are dm and ftp respectively. Locate the file within

the DV-IP/etc folder. Open the files with a text editor.

|

IR iments and Settings'araynor\hy Documents\ 1. 0[027] Rermote Site: |J'et|:/ -
ERAL ;I Filename _/ [ Fiesze[Date [ Time [Pea
B30 “Hrussa.ini 688 21/03/2005 —
HEQ “Hs-africa.ini 774 21/03/2005
23U j )llmazuna ini 591 21/03/2005

= | “users.ini 131 21/03(2005
Filename _/ [ Filesize | Filetype [ Last Mo & ] | " vidcFq.ini 5104 08/03/2005
SKB Configuration S... 24/03/z— | ~$WEBUSER.ini 5677 21/03{2005 —

Upload - -
< Add to Queue | » « | ,I
Selected 1 UPload as.. Selected 1 file with 5677 bytes.
[LocalFilen  Create Directory | Size |_Direction | Remote Filename [ Host | status

Open

View [ Edit

Delste

Rename

Properties

0|

2. Change the password for the relevant function, here is an example of the original settings.
(B weBUSERini-Motepad

File Edit Format View Help

=10/x]

# #
R s S o L s S

Note: This file requires a blank Tine at the end of this file

#
#
# Note: Line with #-- are comments. i.e. #-- Username(s) Password(s)
#

unlock is an area that allows additional features by software
Ticence. This n?t1nn provides control over the system name.
The system should always be oMm-DvIP. If a customer changes the

#
#
#
&
# To set this command from the command line type
# <ESC>M\USERNAME\DM-DVIP <ENTER>

# <ESC>M\SA\/E <ENTER>

# ET’ - the Dv-IP with re-initialise.

[uNWnck]

object=frmpages/register.shtm]l

object=frmpages/serialnum. shtml

#-- Username(s) Password(s) --
dm=unlock

[watermarking]
# object=frmpages /watermarking. shtml
L4

#-- Username(s) Password(s) --
# dm=watermark

# throuoh Internet Exolorer or Netscape Navicator.

3. Save the changes and then upload the file to the unit.

4. Reset the unit for the new Password(s) to take affect.

[Serial]
# dm=serial
# serial=password

g
[l

Dedicated Micros

USERNAME making the Dv-IP unusable. Follow the following procedure.

type ‘R
###############################################################################

At e e e
# DV-IP setup and configuration is done thought a webpage menu system

###############################################################################
#

#
#
#
#
#
#
#
#

#
#

= |

Note: To disable any of the passwords add comments (#) before the relevant function;
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Although passwords have been configured, if the security is not enabled on the system then the passwords

will not be relevant. To check the status of the security settings, using FTP or telnet, enter:

<ESC> m\status

This will display the following information

¥ Telnet 172.16.89.50

DU-IP> m\\ssttaattuuss
DU-IP status: current data C(user modifiedd

PPP Configuration =
BASE_IP: 10.8.0.1 <(16.8.8.1)
Ethernet Configuration :
MAC ID: 88 DA D9 B2 C? 96 < @8 DA D9 B2 C?7 96 >
GATEWAY: 172.16.50.60 (172.16.50.68>
SUBNET: 255.255.08.8 (255.255.08.8)
ETHER_IP: 172.16.8%2.50 (172.16.89.58>
SYSTEM: DUIP-58 <DUIP-5@>

APPLICATION: ITUS.OUT <ITUS.OUT>

A (A
[ RXXAOA C(XXXO80>

: Text In Image (Text In Image)
: Debug <(Debug
: Telemetry (Telemetry)

Check that the security setting are both set to Pass, this means security is enabled for the Engineering and

Debug modes.

To set the security up using telnet or FTP application enter
<ESC> m\security\eng\pass

The options available are; Pass — default, Open, Off

For Debug security, enter:

<ESC> m\security\debug\pass

The options available are; Pass — default, Open, Off

g
é Note: When making a connection between a NetVu Connected server and the DV-IP Decoder, if a password is set on the
server it is necessary to configure the urlprofiles.ini file on the Decoder, refer to Appendix B of this manual for more

information.
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Configuring the DV-IP Decoder

To assist you with the configuration of the DV-IP Decoder, this section is constructed in a tutorial manner and
will make use of typical scenarios describing how to ........ allocate an IP address, etc. Select the sections
that are relevant to the functionality required for your application and follow the step by step instructions.

As with the Installation of the unit this section will be divided into:
Simple Configuration — required to get the unit up and running

Advanced Configuration — project specific requirements

g

Note: Itis presumed that configuration steps detailed in the DV-IP Decoder Quick Start Guide have been followed and
therefore the cameras inputs have been enabled and the standard record rate has been set, although these features are
detailed within this section.

Web Page Icons

Each of the DV-IP Decoder configuration web pages has the following buttons:

Reset to Defaults — this will return the associated page to factory defaults.

Display Help — this will display the Help pages for the associated configuration page. This is a
good starting point if you are having problems or do not understand the configuration parameters.

Save Settings — this will save a changes that has been made to the configuration page -
remember to save the changes selecting a new page before saving the changes will result in all
changes will be lost!

Reset — this will be displayed on the configuration pages for functionality that requires the unit to
s be reset to initiate the function, always save the settings before resetting the unit.

For each How to.... section the Tab name and Function name will be shown allowing you to easily locate the
correct configuration page.

Accessing the Configuration Web Pages

The configuration of the DV-IP Decoder is achieved via on the on board web pages, to access these:
1. Launch Internet Explorer (or Netscape Navigator or Mozilla Firefox)

2. Type the IP address of the DV-IP Decoder into the address bar

File Edit View Favorites Tools F

Qs -© - ¥ &

Address | http://172.16.254.56/]

3. You will be presented with the Main Menu page
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\ DV-IP

DECODER

Configuration Options

Language: [SClIEQ &

DM CEDICATED MICROS

4. Select Configuration Options, you will be prompted for a username and password, if these have not been
previously changed in the .ini file the default settings are dm and web respectively.

yw
Il

Note: The user name and password are case sensitive; it is recommended that you change the default username and
password. Please keep this information as mislaid usernames and passwords could result in the unit being returned to
Dedicated Micros.

How to Configure Global Parameters

There are some parameters that can be set that will affect the overall system; video standard
o for the video outputs, browser format for the web interface, language that the menus will be
(I displayed in and the DST (daylight saving time) settings.

Main Set-up

To configure these parameters:
1. Select Home -> Main Set-up

2. Select the video standard from the drop down list; this will be the standard for all the video outputs on the
DV-IP Decoder

1N

Note: If the video format is changed it is necessary to carry out a system reset before saving the settings. This allows the
unit to activate the change.

3. Select the date format from the drop down list

4. The web configuration pages for the DV-IP Decoder can be displayed in a selection of languages, select
the language which is most appropriate to your installation from the drop down list

Note: Ensure the PC being used for the configuration is set to the correct time zone and that DST is enabled before
continuing.

T
[l

5. Select the time zone for the application from the drop down list
6. If the settings are incorrect reset the Decoder by selecting the reset button

7. If the DV-IP Decoder time is to be synchronised to the PC that is being used to configure the system then
select sync unit from PC. Note that this only synchronises the time when the button is selected this will not
maintain synchronisation permanently.

8. Remember to save the configuration by selecting Save Settings!
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Main Set-up

Video Standard: m

Date Format

Language:

DST: . Edinburgh, Lisbon, London GMT +0
* 5 r PC BN

: Unittime from PC

Function Description

This is a global setting for all the video outputs on the DV-IP Decoder. The video format can be
Video Standard configured as PAL or NTSC.

When the video standard is changed the DV-IP Decoder must be reset. Click on the Reset button

It is possible to identify the format in which the date will be displayed; the default setting is Day Day,
Date Format Month Month, Year Year.
The DV-IP Decoder web configuration pages can be displayed in the language that is most suitable to
the country of installation.

Language
The currently languages supported are; English, Spanish, French, Czech, Italian, Russian, Dutch,
Portuguese, German, Turkish, Croatian, Danish, Finnish, Norwegian, Hungarian, Swedish, Polish
DST Daylight Saving Time. This is the time zone that the DV-IP Decoder is installed in, select from the list for
the most appropriate time
Reset This will reset the DV-IP Decoder
The DV-IP Decoder can be synchronised with the PC that is being used to configure the unit. If the PC is
Sync unit time from synchronised with the network clock then this time will be reflected in the DV-IP Decoder.
PC

The synchronisation is not a persistent and will only synchronise the DV-IP Decoder and the PC at the
time the button is pressed

How to Enable System Features

There are a number of features supported on the DV-IP Decoder that can be enabled or
disabled depending on your system requirements.

e B When these features are enabled, the relevant configuration web pages will be displayed; if
Bl these are disabled then these pages will be omitted.

1. To enable the features select the System -> Advanced Features
2. By default the none of the system feature are enabled, to enable tick the box next to the feature
3. Remember to select Save Settings!

4. You will now need to select Reload Webpages for the relevant configuration pages for the enabled
features to be displayed

5. Reset the unit will initiate the functions and also re-load the additional web pages
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Advanced Features

HOME Network

R i Configuration:

Section Feature Description

Note: Configuration and registration of the DV-IP Decoder is carried out at the
Home Register factory, therefore this screen is for factory use only and it is recommended that
the page is not enabled unless advised by Dedicated Micros Technical Support

Firewall The DV-IP Decoder supports an on board firewall to ensure no unauthorised
Network . . users can access the unit. This will enable the configuration page to be included
Conflguratlon in the Network tab

There are a number of tools that can be used to obtain information on the
system performance, enabling this options will display the relevant pages in the
Tools tab

Scope, Audio Trace,

Tools Relays, Variables

How to Configure Video Outputs

Each of the video outputs on the DV-IP Decoder can be individually configured within this
web page.

-

Manitor 1 The output from the Decoder is connected to a CCTV monitor offering integration of a
network system into a video wall application (e.g. Central Monitoring Station). The
configuration parameters includes the screen display mode, resolution and compression
format.

Note: If the NetVu Connected video Server is password protected for viewing of images (for the DS2 any password
protection) then it is not possible to make a connection between that device and the DV-IP Decoder. For more information,
see the accompanying Addendum; document number: MI-A-DVC2/E1-0.

11117

To configure the monitor connections:
1. Select Connections -> Monitor 1 (2, 3, 4, 5)

2. Select the output mode (screen display) for the video images that will be displayed on the monitor
connected to the output being configured

3. Select the camera that the audio is associated with
4. The DV-IP Decoder supports a number of audio channels select the audio channel from the drop down list
5. If required enable in line audio by placing a tick in the corresponding box

6. The DV-IP Decoder can display up to four individual cameras simulatneoulsy, the segments are connected
to the display mode selected. Enter the IP address of the NetVu Connected video server for each segment

7. Select the camera input on the video server from the drop down list

8. Select the resolution the image is to be transmitted at from the video server

Note: The resolution settings (image size and maximum file size) associated with the High, Medium and Low options are
those that have been configured on the selected NetVu Connected video server.

x|
111
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9. The Decoder can display MJPEG and MPEG4 images, select the video format from the drop down list
that the corresponding camera is to be displayed

10. Remember to save the configuration by selecting Save Settings!
Monitor 1 Output Settings

Select Output Mode

Function Description

The DV-IP Decoder supports the option to display a single image or multiple simultaneous images (up to
four). The screen display options available are: Single and Quad

Select Output Mode

Audio associated The audio link can be established between the DV-IP Decoder and a specific camera on one of the
Camera & Channel selected NetVu Connected video servers, the audio channel on the DV-IP Decoder can also be selected

It is possible to connect to an image server to establish an audio connection in Live or Playback mode.
The standard format for the audio link is UDP this is then transmitted alongside the TCP video link.

Enable Inline Audio Selecting inline audio will ‘interleave’ the audio with the video to create a single TCP stream, this
function is useful in applications where routers will not allow UDP traffic to be transmitted across a
network.

Segment The DV-IP Decoder can display upto four cameras simultaneoulsy, this identifies the segment on the

screen where the associated camera will be displayed

IP Address This is the IP address of the NetVu Connected video server from which images will be received by the
Decoder

Camera This identifies which camera input on the selected vide server will be displayed on the DV-IP Decoder

Record This is not available

The viewing resolution can be selected for the images that will be displayed on the connected monitor.
Resolution The resolution settings that are configured in the NetVu Connected video server will be applied to the
video images transmitted to the DV-IP Decoder

The DV-IP Decoder can display both MUPEG and MPEG4 images, this allows each camera to be

Compression individually selected to either of the video formats

WARNING: If one of the monitoring applications (DV-IP Viewer2, NetVu ObserVer) is to be used for monitoring purposes
DO NOT configure any IP addresses for permanent connection leave the settings as 0.0.0.0.

Dedicated Micros Page 23



Configuring the Network Settings of the DV-IP Decoder

The Quick Start Guide gives details of how an IP address can be allocated to the network
port on the DV-IP Decoder to allow you to communicate via a LAN or WAN from a web
interface.

&=
=

Metwork Settings

This section details these additional configuration parameters.
To configure the network information
1. Select Network -> Network Settings

2. The IP address, subnet mask and default gateway (if set) that has already been configured in the .ini file
will be displayed on this page, these can be changed by entering the new information in the relevant areas

3. The DV-IP Decoder supports Domain Name Server (DNS) allowing the DV-IP Decoder to reference other
hosts by their name rather than their IP address, enter the IP address of the primary DNS and secondary
DNS server

4. The default system name for the DV-IP Decoder is blank, this can be changed to a more appropriate
name by entering the information in this section

5. The DV-IP Decoder has an auto-detecting 10/100BaseT network connection place a tick in the Force
10BaseT operation if the unit is to be connected to a 10Mbps edge switch or hub

6. Remember to save the configuration by selecting Save Settings!

Network Settings

IP Address:
Subnet Mask:

Default Gateway:

Primary DNS:

Secondary DNS:

Systern Name:
Function Description
IP Address, Subnet , _ . _ o o
Mask Default These are the settings that have already been configured via the Serial port configuration. This is the

i static IP address and subnet mask, and if applicable default gateway

Gateway
Primary DNS This is the primary DNS server IP address for applications that are utilising domain names
Secondary DNS This is the IP address of the secondary DNS server in case of failure of the primary server

This is the name that is allocated to the DV-IP Decoder, this will be used when transmitting alarm

System Name information to a Remote Monitoring Station

DHCP IP address,

If the DV-IP Decoder has been configured for DHCP the allocated address will be displayed
Subent, Gateway

Force 10BaseT The DV-IP Decoder has a 10/100BaseT network connector, if the edge device of the Ethernet network
operation only operates at 10BaseT the Decoder can be forced to operate at this speed
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How to Enable and Configure Serial Ports

The DV-IP Decoder supports four serial ports that can be configured for various operations,
by default COM 1 is the only enabled port and this is enabled for Debug.

To configure the serial ports:

1. Select Network -> Network Settings

2. Select the port to be configured

3. From the drop down list select the function to be allocated to the serial port

4. Set the; baud rate, parity, Data bits, stop bits and flow control for the serial device connected to the
DV-IP Decoder.

g
il

Note: Refer to the manufacturer’s documentation for the correct settings.

5. Remember to save the configuration by selecting Save Settings!

RS232 Ports

PORT USAGE Baud Rate: 400 =

Bl General Furpose = Data Bits:

Bl General Purpose = Stop Bits:
Bl General Furpose « Flow Control:

Function Description

This identifies the serial port that is being configured, the DV-IP Decoder currently supports four
communications ports

Port

The port usage identifies the function that will be allocated to each serial port, the options available are:
Off (no serial communication), Debug and General Purpose

Port Usage

Baud Rate, Parity,
Data Bits, Stop Bits,
Flow Control

These are the serial port settings for the peripheral device to allows communication between the DV-IP
Decoder and the device

This will reset the DV-IP Decoder, ensure all settings are saved before resetting the unit as any

Reset configuration settings made without saving will be removed

How to Enable and Configure the On-board Firewall

The DV-IP Decoder supports an on-board Firewall to add to the security of the unit. The

Firewall can be enabled and will operate in conjunction with the security applications that are
]T already present in the network.

Firawall Options This feature ensures that unauthorised users can not gain access to the DV-IP Decoder and

therefore have any affect of the operation of the system. With IP address and port filtering

the firewall has been designed to let the authorised people access and keep everyone else

out.
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To configure the firewall functionality:

1. If not already enabled, enable the Firewall function within System -> Advanced Features and Reset the
unit for the settings to take affect

2. Select Network -> Firewall

3. Enable the PING response option by placing a tick in the adjacent box. Disabling this feature will make the
DV-IP Decoder less visible on the network. If disabled the ping command will cease to work

4. Enter the IP addresses that can have access to the unit, these can be a range of addresses or a single IP
address

If there is a range of address then enter the first IP address in the sequence followed by
/nn where nn is the last IP address in the range. Refer to IP Address and Subnet
Calculation below

5. Enter the subnet of the network, if a subnet has been specified in the IP address then that will take
precedence over this subnet

6. Identify the TCP ports that are enabled and available on the DV-IP Decoder, enter the same number in the
To and From values if a single port is required

Note: If you attempt use a port that is not on the list, even if you have a valid IP address you will not gain access to the
unit.

|
111

7. Enter the UDP ports on the system that are available, enter the same number in the To and From values if
a single port is require

Note: If you attempt use a port that is not on the list, even if you have a valid IP address you will not gain access to the
unit.

gn
111

8. Save the configuration by selecting Save Settings!
Firewall Options
Enable PING response from server [@

Allowed IP Addresses
IP Table Entry

IP Address Subnet

0.0.0.0 255.255.256.255

Open TCP ports

TCP Table Entry m

From:-

To:-
Open UDP ports
UDP Table Entry !|

From:-

To:-

Function Description
Enable PING response By default this option is enabled and allows the DV-IP Decoder to be pinged. Disabling this option
from server will make the Decoder less visible on the network

These are the IP addresses and subnets that the decoder will allow connections from, i.e. the IP
Allowed IP address address of the host PC’s that will connect to the DV-IP Decoder to; review video, download
information.
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Function Description

[

Note: If you enable this function ensure the IP address of the PC you are using to configure the system is also in the list.
If the address is not added then you will be unable to communicate with the Decoder via the network, it is important to
take this feature into account when the Decoder is on a DHCP network where IP addresses are allocated automatically.

If no IP addresses are specified then any host can connect to the unit.

This list identifies the TCP ports that are on the system and available. If a host tries to
communicate with the DV-IP Decoder using a TCP port that is not in the list, even with a valid IP
Open TCP ports address, the host will not gain access to the unit.

The enabled ports can be a range or single port address, if a single port is needed then enter the
same port number in the to and from section

This is the list of UDP ports that are available on the DV-IP Decoder. If a host tries to
communicate with the Decoder using a UDP port that is not specified in the list, even with a valid
Open UDP ports IP address, the host will not gain access to the unit.

The enabled ports can be a range or single port address, if a single port is needed then enter the
same port number in the to and from section

Port, Type, Application,

Use This identifies the default ports and their functionality that is supported on the unit.

The following are the default port settings supported on the DV-IP Decoder; this is shown on the Firewall
page menu.

PORT APPLICATION USE

Used far manualfauto archiving wideo & audio to a remote server or PC

Terminal (Telnet) Connection Remote terminal application, allows engineering function to be carried out

uzed when streaming video from = Unit or when accessing the

s are passed from the PC to the Unit

Outgoing and incoming audio | d over this link
This paort provides the control for audio outgoing and incoming

52001 | TCP | Engihes

Alternatively it is possible to identify the supported ports and also determine who is connected to the DV-IP
Decoder via a telnet session.

At the DV-IP prompt enter:
TCP Ports

The following is an example of the information that is displayed

DU-IP> ttcecpp ppoorrttss

: gsocket no
: socket no
zocket no
socket no
socket no
: socket no
: socket no
: socket no

=
b

myport - CUDP> Daemon
myport <UDP> Telemetry listener
myport - {TCP> FTP Server Daemon
nyport {ICP> Engineering Debug Daemon
myport C(ICP> Telnet Daemon
myport {TCP> Ueh Server Daemon
myport {TCP> SHMS Server Daemon
nyport {ICP> Daemon
myport (ICP> Daemon
3 <20, mypnrt 23, hisport 1711 foreign IP 172.16.188.8

e ovowowow

L=l = [y TR IR ]

1 T

: socket no
3: socket no

i AL Ll
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IP Address Range and Subnet

When entering a range of IP addresses in the Firewall it is necessary to calculate the relevant subnet that
does not mask out the first IP address to the last IP address in the range. The following shows the figures that
are entered in the IP address field and/or the subnet mask.

g
111

Note: For details on how these figures are calculated please refer to Appendix E.

The address can be written in two ways:
IP address/number of bits no subnet mask — 192.168.3.1/24
IP address and subnet mask — 192.168.3.1 255.255.255.0

If you wanted to add an address range to include IP address 1 to 12, then you would need to find the nearest
IP address and subnet that would encompasses this requirement, use the table below to assist you with
configuring this function.

The table shows the address range including the number of bits allocated to the network address, the
equivalent subnet mask for this range of addresses and the IP address that will be included in the range, (we
will use the IP address of 192.168.3.1 for the example).

IP address Network address Included IP Address Range
192.168.3.1/24 255.255.255.0 0 - 255

192.168.3.1/25 255.255.255.128 0-127

192.168.3.1/26 255.255.255.192 0-63

192.168.3.1/27 255.255.255.224 0-31

192.168.3.1/28 255.255.255.240 0-15

192.168.3.1/29 255.255.255.248 0-7

192.168.3.1/30 255.255.255.252 0-3

192.168.3.1/31 255.255.255.254 0-1

Important Note: A host cannot be allocated an IP address of 0 or 255, which means there are really only up to 254 host
addresses available in the example.

How to Enable System Logs

There are numerous actions that the DV-IP Decoder can be configured to automatically carry
out on receipt of; an alarm, VMD activation, Schedule function, etc. When these triggers are
received and the actions initiated then it is possible to log this information within the DV-IP
Decoder System Logs.

By default the DV-IP Decoder will log illegal file access and telnet/FTP users, to enable the
other functions:

1. Select Logs -> System Logs Set-up

2. If connect/dial using PPP has been configured within the alarm and VMD pages enabling this option will
log all the PPP actions

3. If the DV-IP Decoder has been configured to transmit file to an FTP server enabling this function will log all
FTP transactions

4. Save the configuration by selecting Save Settings!
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System Logs Set-up

Log anonymous FTP connections:
Log illegal file access:

Log Telnet'FTP users:

*NOTE: Any changes submitted will only take effect after system is reset.
R

Function Description
Log anonymous FTP This identifies when an unauthorised user tries to access the DV-IP Decoder by entering
connections anonymous in the username or password.

Any web access to a CGI protected directory or non-existent file will be logged with an IP

Log |Ilegal file access address, time and type of action

This will log users that are trying to gain access to the DV-IP Decoder using an FTP or telnet
session

Log Telnet/FTP users
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Reviewing the DV-IP Decoder Logs

The DV-IP Decoder can be configured to produce a number of log files, these are for:

Anonymous FTP connections
lllegal file access attempts
FTP and telnet users

Configuration of these logs is detailed in the Configuration section of this manual. The logs that are generated
can be viewed via the web interface on the DV-IP Decoder.

To access the logs:
1. Select Configuration from the Home page of the web interface

2. Select Logs, to enable the logs select System Log Set-up enable the logs that are required and select
Save.

3. The logs can now be accessed these are:

Connection Log
Anonymous FTP Log
Security Log

e-mail Log

Sent Message Log
FTP Download Log
Lodfile

Logfile Backup

4. To review the files select the corresponding option, the information will be displayed on screen

Connection Log

This log details all FTP and telnet connections made to the DV-IP Decoder.

Telnet and FTP can be allocated a username and password by enabling and configuring the
option within the USER.ini file, this file registers all the information on the User name, IP
address of the remote PC, time of transaction.

Connection Log

Having this log containing the above information ensures ease of identification of Operators/Administrators
that have logged into the system, the following shows typical log information;

Wed Jun 02 10:49:16 2004 (+0100): FTP User [dm1] logged in

Wed Jun 02 10:49:16 2004 (+0100): Foreign IP 172.16.100.65

Wed Jun 02 10:49:16 2004 (+0100): Socket no 15, myport 21, hisport 1083
Wed Jun 02 10:53:20 2004 (+0100): Telnet User [dm1] logged in

Wed Jun 02 10:53:20 2004 (+0100): Foreign IP 172.16.100.65

Wed Jun 02 10:53:20 2004 (+0100): Socket no 24, myport 23, hisport 1199
Wed Jun 02 10:53:53 2004 (+0100): FTP User [dm1] logged in

Wed Jun 02 10:53:53 2004 (+0100): Foreign IP 172.16.100.65

Wed Jun 02 10:53:53 2004 (+0100): Socket no 18, myport 21, hisport 1235

Anonymous FTP Log

The FTP function on the DV-IP Decoder is password protected, however it is possible to
disable the password allowing any user access to the Decoder via FTP.

DL |f the password is disabled then any user accessing the DV-IP Decoder will be logged in the
Anonymous FTP log.
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A typical example of the log is shown:

Wed Jun 02 10:56:45 2004 (+0100): FTP User [anonymous] logged in
Wed Jun 02 10:56:45 2004 (+0100): Foreign IP 173.16.85.25

Wed Jun 02 10:56:45 2004 (+0100): Socket no 18, myport 21, hisport 1235
Security Log

The Security Log identifies the users that have attempted to access the Configuration pages
or any password protected page on the DV-IP Decoder Web interface and have entered an
incorrect password.

The information logged is:

The action requested and status
Time and date

IP address

Port information

This information can be used to monitor the connections to the DV-IP Decoder and identify unauthorised
actions.

The following shows typical log information;

Attempt to access to frmpages\index.html at Tue Jun 08 12:43:04 2004 +0100, action GET Authentication fail
Foreign IP 172.16.50.60
Socket no 22, myport 80, hisport 12226

Attempt to access to scripts\root.exe at Tue Jun 08 13:50:35 2004 +0100, action GET file does not exist
Foreign IP 172.16.50.60

Socket no 23, myport 80, hisport 1049
Logfile
The Lodfile stores all information on every action that is carried out by the DV-IP Decoder;

when alarms are received and actioned,and general system information.

Ln;}%m This is the current file and will continue to store data until it reaches its maximum size limit
(typically 1Mb). This file then writes over the top of the Logfile Backup and becomes the
backup file and a new lodfile is created.

This ensures current and recent information is always available.
The information detailed is; Time and date, Reset Code and Reason, Connection-status, Site and ARC ID.

The following is typical log information:

#

System-Start : at 15:11:39 on 24-06-2004 UTC
System-Halt : at 15:11:28 on 24-06-2004 UTC
Restart code : 100

Restart reason : Controlled user RESET from Telnet or the webpages
System-Start : at 13:32:33 on 27-04-2005 +0100
System-Halt : at 13:32:03 on 27-04-2005 +0100
Restart code : 0

Restart reason : Unrecognised error code
System-Error : Variable 7, value 0x8C1431F8
System-Error : Variable 8, value 0x40000101
System-Error : Variable 9, value OxEOQ

#
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Logfile Backup

This file is updated every time the Lodfile reaches its maximum capacity. The Logfile will
) automatically write over the top of the existing Logfile Backup to create a file containing
g information that occurred recently.

Logfile backup

Along with the Lodgfile this ensures the current information and most recent information is available for
analysis.
The following is a typical example of the information held within the Logfile Backup.

System-Start : at 15:47:41 on 04-06-2004 UTC

System-Halt : at 15:47:30 on 04-06-2004 UTC

Restart code : 100
Restart reason : Controlled user RESET from Telnet or the webpages
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DV-IP Decoder Tools

There are a number of tools that are supported on-board the DV-IP Decoder itself. These can be accessed
through the web interface and are available for testing system parameters and obtaining information for fault
finding.

To access the Tools option:

1. Select the Configuration option on the web interface

2. Enter the username and password (default setting dm and web)
3. Select the Tools tab, the tools available are:

System Variables
Reset

System Variable

This page can be used for system diagnostics as it provides a readable overview of the

: configuration parameters of the DV-IP Decoder. Any information that has been configured and
: stored on the Decoder will be shown on the file. Typical information is; camera titles, alarm
title. It identifies the Value, Variable Name and the Description.

p
il

Note: This information may be useful when contacting Dedicated Micros for system analysis.

Reset

This will reset the unit. Remember to save all configuration settings before resetting the unit
as information not saved will be lost.
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Appendix A - Resetting the DV-IP Decoder

Reset using the Web Interface

Some features require that the DV-IP Decoder to be reset for changes to take effect, for example, those held
in non-volatile memory.

There is a correct procedure when resetting the Decoder that must be followed:
1. Within the web interface, select Configuration from the Home page
2. Enter the username and password (default settings are dm and web)

3. Select System -> Reset, the following screen will appear:

!RESET!

Are you sure you want to shut down the unit?

Yes NO

4. Click Yes, the following screen will be displayed

! RESET!

59 seconds

The reset happens immediately on confirmation of reset, and the countdown represents the period until the
web pages can be accessed again.

When the DV-IP Decoder is available again the Main Setup page will be displayed.
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Reset using Telnet

An alternative option for resetting the DV-IP Decoder is to connect to the unit using telnet.
1. Go to Start -> Run

2. Enter <telnet <IP address of Decoder>>
Run 2l x|

= Type the name of a program, folder, document, or
= Inkernet resource, and Windows will open it For you,

oK I Cancel | Browse. .. |

3. You will be prompted for a username and password (default dm and telnet) and press return

.8 Telnet 172.16.254.50

llelcome to the DU-IF command line processor
Username: ddmm

Password: txexlsnxextx

This engineering server will execute engineering and cofiguration
commands

There are limited line editing capabilities. If the command is not
recognised,. the server will list disk commands. The command parser
will alsc respond to MCI commands.

To exit type 'qguit’ or control D

Type "help’ to list the Telnet commands
Type *?* to list the disk commands

Type *EscM\help’ to list the MCI commands

DU-IP> rreesseett

)N
111

Note: Character may be echoed, this is a feature of Windows XP.

4. Type <reset>, the Decoder will reset itself and will not be available for a few minutes
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Appendix B — DV-IP Decoder .ini Files

Editing the ini Files using FTP Client Application

There are a number of parameters that can be configured within the ini files on the DV-IP Decoder. This

section details the files, their function and how these are configured.
To edit and configure these files on the DV-IP Decoder you will require:

Current FTP username and password
FTP Client software application
Connection via the Ethernet network to the DV-IP Decoder

The following steps give an example of how to create an FTP session with the DV-IP Decoder to configure
these files, take note this may differ from the process of the FTP software you are utilising.

1. Launch the FTP client software

2. You will need to create a site for the FTP link, enter the IP address of the
username and password

File Edit Transfer View Queue Server Help

|- QB RLOER | ?

JAddlsss: [17216.8950 User. |dm1 Password: [eeee Port: |21

Response: 200 Command okay. :.J
Command: TYPEA

Response: 200 Command okay.

Command: LIST

Response: 150 File status okay; about to open data connection.
Response 226 Closing data connection. Transfer succeeded
Status: Directory listing successful pd
(ILEIRS T cuments and SettingsharaynoriMy Documents\1.0{027)\app'\ g | ITENEES Sie:]/ -
J app ZI Filename ~ I Filesize I Date I Time I P &
D drv ..
) Web el I i ]
o C)basic 04/02{2005 o
[#{) Adobe Cbin 23/09/2004 d-
1) Competitor manuals ;I 53 common 14/03/2005 d-
Filename + Filesize | Filetype Last Mo = | | () dbase 23/09/2004 d-
. Dete 23/09/2004 d-
faus-n.ini 755 Confiauration S[‘. H!US_!jL' .‘i‘\FiIes 23/09/2004 | i—lﬂ
4 » 4 »

3. Select the Connect button to make the connection

DV-IP Decoder, enter the FTP

4. You will be presented with the directory structure on the DV-IP Decoder, locate and select the etc directory

in the root drive

Remate Site: j feted v
Filename / I Filesize | Date | Time: | Pa &
=}

& akst.ini 839 15/03/2005
Hast.ini 839 15/03/2005 -
“Haus-e.ini 770 15/03/2005

} aus-e2.ini 1336 15/03/2005

& aus-n.ini 755  15/03/2005

B aus-s.ini 1247  15/03/2005

b aus-w.ini 748  15/03/2005

Hcetini 732 15/03/2005

“Host.ini 847 15/03/2005

“Hest.ini 870 15/03/2005
} estnodst.ini 889 15/03/2005 -

3 ank.ini RI31SINA20NS —
J il

5. The following files are all stored in the etc directory.
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Remote Site: | / hd
Filename ~ I Filesize | Date | Time I Pe s
|2 basic 04/02/2005 d-
S)bin 230972004 d-
() common 14/03/2005 d-
() dbase 23/09/2004 d-
Cete 23092004 d-
Dfiles 23/09/2004 d-
(JFRM_DATA 23/09/2004 d-_
| frmpages 14032005 d-
LoGs 23/09/2004 d-
D) video 23/09/2004 d-
|_)webpages 14032005 d--
?I’WTP.?ir\ 15AR4A4A  15M3T2NNS I iiﬂ
11 folders and 6 files with 16186755 bytes,

6. There are two ways of opening and editing these files, depending on the file that is selected

hosts and profiles

Highlight the file, click the right mouse key and select Download (or View)
The file will be downloaded, highlight and right mouse click and select Open, you can edit the information
USER.ini, WEBUSER.ini

Highlight the file, click the right mouse key and select Edit
The file will be opened and you can edit the information

Filename ~ [ Filesize | Date [ Time [Pea]
} russ12.ini 692  15/03/2005 -
“Hruss.ini 687 15/03/2005 -
B russS.ini 692 15/03/2005
“Hrussé.ini 690  15/03/2005
} russ7.ini 691 15/03/2005
“Hrusss.ini 690 15/03/2005
"B russo.ini 688 15/03/2005
“Hs-africaini 774 15/03/2005
" timezone.ini 591 15/03/2005
[ 135  15/03/2005
} vide Cisie 5104 14/03/2005
e e 5679 15/03/2005
ll_ open l
Selectec  view / Edit
Create Directory | ﬂ
| | Delete [Queue: 0 bytv@/
—— Rename
File attributes...

7. Once you have completed the configuration Save the file

8. When you close the file you will be prompted to upload the file to the DV-IP Decoder, select Upload

x
Would you like to replace the file Please select an action:

Jetc/USERS.ini
F_ }i 135 bytes
15/03/2005 00:00
with the fallowing file? o Rename
C:\Documents and Settings\arap. \USERS.ini | © Skip

E} 131 bytes
4703/ 16 Always use this
/2 [~ action when a file

already exists

& Ovenwrite
" Dverwite if newer
" Resume

Note: If you are not prompted ensure you upload the file to the DV-IP Decoder for the
configuration to take affect.

|
111

Structure of the Files

Each of the following files usually has an explanation at the beginning of the file describing what the feature
command set is and how they can be edit.

If any of the configuration commands have a comment (#) at the beginning of the line then this has been
disabled, remove the comment (#) enables the feature and allows you to configure the settings.
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Headings will be included when more that one feature can be configured within the file to identify the
command string within that section, e.g. [unlock], [watermarking].

USER.ini

A number of features on the DV-IP Decoder are password protected; these have default usernames and
passwords. The features that can be enabled for authentication are FTP, telnet and serial communication.

The user.ini file contains the username and password information for these features and is also the interface
to enable or disable password protection.

The example shows the default usernames and passwords and which of these features are enabled on the
DV-IP Decoder when shipped from the factory.

[FTP]
dm=ftp

[Telnet]

dm=telnet
[Serial]

# dm=serial
# serial=password

WEBUSER:.ini

The WEBUSER:.ini file contains the username and passwords for accessing the web configuration pages on
the DV-IP Decoder.

The first example shows the default username and password for accessing the web configuration pages on
the DV-IP Decoder.

HHH R R

# #
# DV-IP Webuser.ini Version 18th May 2004 #
# #
R R R R R e e e e R e R R R R R
#

# Note: This file requires a blank line at the end of this file.
# Note: Line with #— are comments. i.e. #— Username(s) Password(s)
#

[WebPage Configuration]
# — Username(s) Password(s) —
dm=web

urlprofiles.ini

When making connections to NetVu Connected video servers that are password protected it is necessary to
configure the urlprofiles.ini file on the Decoder with the username and password information for all video
servers that will make a connection to the Decoder.

The format of the urlprofiles.ini files is as follows:
<System name> <IP address> <username> <password>
The example shows four individual server settings:

#this is a comment

DV-IP52 172.16.254.52 user1 password1
DV-IP50 172.16.254.50 user2 password?2
DS2 172.16.85.196 user password
DV-IP12 172.16.254.12 user3 password3
#End of profiles
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Appendix C — Port Assignment on the DV-IP Decoder

Port Allocation

It is possible to identify specific ports that will be used for functionality supported on the DV-IP Decoder.
These functions are:

FTP

Telnet

HTTP

Telemetry Control
Audio

Debug

Some of these ports have default settings that will link to the default settings of a standard network
infrastructure, e.g. port 21 default port for FTP, port 80 default port for HTTP.

However if these default port numbers have already been allocated to other devices on the network then it is
possible to identify alternative port numbers.

Important Note: It's important to ensure all devices that are part of the system configuration are all

allocated the same port number otherwise communication between the devices will not be
successful.

To view the ports that have been enabled and configured on the DV-IP Decoder, select Network -> Firewall
Options. This details the port numbers, type of connection, application and use.
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The screen shot shows the default settings for each of the features that utilises a port number as part of its
communication path.

Remate terminal applh

This port =ed when streaming video from a Unit or when accessing the
WWeb

HTTP - ¥WWeb Serer Connection
1025 |UDF | Telemetry Contral PTZ commands are from the PC to the Unit
2074 Cutgoing and incoming audio d aver this link
2075 Audio Port This port provides the contral for audio outgoing and incoming

5200 | TCP | Enginesting Debug Click start, RUN, type:- telnet 5201

It is possible to redefine the port allocation for FTP, telnet and HTTP, how this is achieved is detailed in the
Configuration section of this manual.

The telemetry control, audio port and engineering debug are default settings and are not configurable; these
port numbers must be given to the Network Manager to ensure there are no other devices on the network
using these ports.

Using a telnet session it is possible to telnet to a specific port to obtain debug information, for example at the
DV-IP prompt enter:

Telnet <IP address or DV-IP Decoder> 5201

This will download debug information on the Engineering port, the following is an example of the information
obtained:

g — e - T P . - | —— i —— i e

elnet 172.16.254.50

AAAE A AR A AL

i
1
i
i
i
1
i
i
i
1
i
i
i
1
i
i
i
1
i
i

2:DISPLAY :
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Appendix D — DV-IP Decoder Serial and Network Cables

DM RS232 Debug Cable (supplied)

The RS232 Debug cable can be used to connect the PC serially to the DV-IP Decoder for configuration using
a terminal application (such as HyperTerminalTM).

Pin Colour Code  Pin Assignment  Pin

1 Not used Not used 1

2 Red X 3

8 Blue RX 2

4 Not used Not used 4

(5] Green Ground 5

6 Not used Not used 6

7 Not used Not used 7

8 Not used Not used 8

9 Not used Not used 9 -~
N

Dedicated Micros Page 41



Straight-through Network Cable

A straight through network cable connects hosts to network devices; PC to switch, DV-IP Decoder to Switch.

Page 42

Pin Colour Code Pin Assignment Pin
1 White/Orange Transmit (+) 1
2 Orange/White Transmit (-) 2
3 White/Green Receive (+) 3
4 Blue/White Not used 4
5 White/Blue Not used 5
6 Green/White Receive (-) 6
7 White/Brown Not used 7
8 Brown/White Not used 8
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Cross Over Network Cable

A cross over network cable is used to connect hosts to hosts or network equipment to network equipment,

switch to router, PC to DV-IP Decoder.

Pin Colour Code Pin Assignment Pin
1 White/Orange Transmit (+) 3
2 Orange/White Transmit (-) 6
3 White/Green Receive (+) 1
4 Blue/White Not used 4
5 White/Blue Not used 5
6 Green/White Receive (-) 2
7 White/Brown Not used 7
8 Brown/White Not used 8

Dedicated Micros

Page 43



Appendix E — IP Address Range and Subnets

It is possible to set a range of IP address within the Firewall that will have access to the DV-IP Decoder. The
following details how the address range and subsequent subnet is calculated and can be used in conjunction
with the Configuration section of this manual.

IP address and Subnet Masks

An IP address is a 32 bit address that is read by the network devices (switches, hubs, routers) in a binary
format, however to make life simpler for Network Administrator, IP addresses are displayed in a decimal
format.

The same applies to subnet masks, these to are 32 bit addresses and are identified by the network devices in
binary format, but for written in a decimal format.

The 32 bits are grouped in to four 8 bits (an Octet) to give us the IP address format we are used to:

Binary Format Decimal Equivalent
11000000.10101000.00000011.00000001 192.168.3.1
11111111.11111111.11111111.00000000 255.255.255.0

The binary format of the IP address uses 1’s and 0’s and within an octet it is possible to identify 256 decimal
numbers from 0 to 255.

128 64 32 16 8 4 2 1 Decimal
1 1 1 1 1 1 1 1 255
0 0 0 0 0 0 0 0 0

An IP address along with its subnet mask is made up of two parts; Network ID and Host ID. If we use our
example IP address, 192.168.3.1 we can see the network ID and the host ID;

IP Address Network ID Host ID
192.168.3.1 192.168.3 A
255.255.255.0 255.255.255 .0

Wherever the subnet gives a value of 255 (all 1’s) it ‘masks’ out the IP address octet and therefore represent
the Network part of the overall IP address. Hence the reason the above example takes the first three octets
as the network ID and the last octet as the host ID.

Classes of Networks

There are three ‘available’ classes of networks. There other classes of networks that are reserved and
therefore are not ‘available’ to the general public.

Class A

The Class A network allocates the first octet to the Network ID and the remaining three octets are the Host
ID’s. There is also an address range that has been defined for a Class A network. As we use the first octet as
the Network ID, we can see from the subnet mask that a Class A subnet ‘masks’ out the network portion of
the address.
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Class A Address Range Subnet Mask Alternative Format
0.x.x.x 255.0.0.0 0.x.x.x/8

126.x.x.X 255.0.0.0 126.x.x.x/8
Class A Address Range

This identifies the range of network address that are within the Class A address range; 0 — 126.

Subnet Mask

This shows that the first octet masked by the subnet which identifies the Network ID and the remaining 3
octets are the Host ID’s. Which means that we can have 127 (0 to 126) networks each with up to 16,777,216
hosts.

Alternative Format

There are two ways an IP address can be written;

10.1.1.23 255.0.0.0

10.1.1.23/8 - which identifies that the first 8 bits (octet) is the Network ID

Both addresses are the same they are just written in a different format.

Class B

A Class B network can be seen as being a medium sized network offering more network ID’s than a Class A
but less host ID’s, we can see that the subnet ‘masks’ out the network portion of the IP address.

Class B Address Range Subnet Mask Alternative Format
128.1.x.x 255.255.0.0 128.1.x.x/16
191.255.x.x 255.255.0.0 191.255.x.x/16

Class B Address Range

This identifies the range of network address that are within the Class B address range; 128.1 — 191.255.

Subnet Mask
This shows that the first two octets are masked by the subnet which identifies the Network ID and the
remaining 2 octets are the Host ID’s.

Alternative Format

There are two ways an IP address can be written;

132.1.1.23 255.255.0.0

132.1.1.23/16 - which identifies that the first 16 bits (2 octets) are the Network ID

Both addresses are the same they are just written in a different format.

Class C

A Class C network is the most commonly used class, and is available for small to medium sized business.
The allocated network portion is the first three octets, with the remaining octet being the host address.

Class C Address Range Subnet Mask Alternative Format
192.0.1.x 255.255.255.0 192.0.1.x/24
223.255.255.x 255.255.255.0 223.255.255.x/24
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Class C Address Range

This identifies the range of network address that are within the Class C address range; 192.0.0 —
223.255.255.

Subnet Mask

This shows that the first three octets are masked by the subnet which identifies the Network ID and the
remaining octet is the Host ID’s.

Alternative Format

There are two ways an IP address can be written;

192.168.3.55 255.255.255.0

192.168.3.55/24 - which identifies that the first 24 bits (3 octets) are the Network ID

Both addresses are the same they are just written in a different format.
Calculating IP Address Range

If we are to include an address range within the Firewall option, it is necessary to:
Identify the IP address range
Calculate the subnet mask

The following tables show the format for each Class (A, B, C), they include the IP address and number of bits
allocated to the network address, equivalent subnet mask, IP address range and number of hosts.

Use these tables to assist you in entering the correct information.

Class A table

The table below shows the address ranges for a Class A network. To identify the correct information, locate
the Host address that best fits your requirements and enter the IP address and subnet or the IP address and
number of bits in the Firewall option (10.1.1.1/10).

Example IP address Equivalent Network address Host Addresses
10.1.1.1/8 255.0.0.0 10.1.1.0 — 10.255.255.255
10.1.1.1/9 255.128.0.0 10.1.1.0 — 10.127.255.255
10.1.1.1/10 255.192.0.0 10.1.1.0 — 10.63.255.255
10.1.1.1/11 255.224.0.0 10.1.1.0 — 10.31.255.255
10.1.1.1/12 255.240.0.0 10.1.1.0 — 10.15.255.255
10.1.1.1/13 255.248.0.0 10.1.1.0 — 10.7.255.255
10.1.1.1/14 255.252.0.0 10.1.1.0 — 10.3.255.255
10.1.1.1/15 255.254.0.0 10.1.1.0 — 10.1.255.255
Class B table

The table below shows the address ranges for a Class B network. To identify the correct information, locate
the Host address that best fits your requirements and enter the IP address and subnet or the IP address and
number of bits in the Firewall option (128.1.1.1/15).
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Example IP address Equivalent Network address Host Addresses

128.1.1.1/8 255.255.0.0 128.1.1.0 — 128.1.255.255
128.1.1.1/9 255.255.128.0 128.1.1.0 — 128.1.127.255
128.1.1.1/10 255.255.192.0 128.1.1.0 — 128.1.63.255
128.1.1.1/11 255.255.224.0 128.1.1.0 — 128.1.31.255
128.1.1.1/12 255.255.240.0 128.1.1.0 — 128.1.15.255
128.1.1.1/13 255.255.248.0 128.1.1.0 — 128.1.7.255
128.1.1.1/14 255.255.252.0 128.1.1.0 — 128.1.3.255
128.1.1.1/15 255.255.254.0 128.1.1.0 — 128.1.1.255
Class C table

The table below shows the address ranges for a Class C network. To identify the correct information, locate
the Host address that best fits your requirements and enter the IP address and subnet or the IP address and
number of bits in the Firewall option (192.168.3.1/27).

Example IP address Equivalent Network address Host Addresses

192.168.3.1/24 255.255.255.0 192.168.3.0 — 192.168.3.255
192.168.3.1/25 255.255.255.128 192.168.3.0 — 192.168.3.127
192.168.3.1/26 255.255.255.192 192.168.3.0 — 192.168.3.63
192.168.3.1/27 255.255.255.224 192.168.3.0 — 192.168.3.31
192.168.3.1/28 255.255.255.240 192.168.3.0 — 192.168.3.15
192.168.3.1/29 255.255.255.248 192.168.3.0 — 192.168.3.7
192.168.3.1/30 255.255.255.252 192.168.3.0 — 192.168.3.3
192.168.3.1/31 255.255.255.254 192.168.3.0 — 192.168.3.1
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Additional Information

Command Reference List

DV-IP command line — DV-IP>

Command

Description

<ESC> m\Ether_|P\XXX.XXX.XXX.XXX

Set IP address of the DV-IP Decoder

<ESC> m\subnet\xxx.Xxxx.XXX.XXX

Set subnet of the DV-IP Decoder

<ESC> m\gateway\Xxx.XXX.XXX.XXX

Set gateway of the DV-IP Decoder

<ESC> m\status

Displays the status information or the DV-IP
Decoder; drive information, comm. Ports information,
enabled telemetry, etc.

<ESC> m\security\Eng\Open
Off
Pass

Allows the security password for debug mode to be
enabled (pass)or disable (off) on the DV-IP Decoder

<ESC> m\security\debug\Open

Allows the security password for debug mode to be

g:ss enabled (pass)or disable (off) on the DV-IP Decoder
incf Shows the IP address, subnet mask and gateway set
Pei9 on the DV-IP Decoder
TCP Ports Displays the active TCP ports supported on the DV-

IP Decoder
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